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Abstract

Software maintainers andauditors wouldbene�t froma
tool to helpthemfocustheir attentionon functionsthat are
likely to bethesourceof securityvulnerabilities. However,
the existenceof such a tool is predicatedon the ability to
characterizea function's `securityvulnerability likelihood.'

Our hypothesisis that functionsnear a source of input
are mostlikely to contain a securityvulnerability. These
functionsshouldbe a small percentage of the total num-
ber of functionsin thesystem.To validatethis hypothesis,
weperformedan experimentinvolving thirty onevulnera-
bilities in opensource software. This paperdescribesthe
experiment,its outcome, and the tools usedto conductit.
It also describesthe FLF Finder, which is a tool that was
developedusingknowledge gathered from the outcomeof
the experiment. This tool automatesthe detectionof high
risk functions.To demonstratetheeffectivenessof theFLF
Finder, threeopensourceapplicationswith knownvulnera-
bilities were tested.In additionto this test,a casestudywas
performedontheprivilegeseparationcodein theOpenSSH
serverdaemon.

1. Intr oduction

A software vulnerability is a fault in the speci�ca-
tion, implementation,or con�gurationof asoftwaresystem
whoseexecutioncanviolateanexplicit or implicit security
policy [15]. Software maintainerstypically focus on the
functionalityof softwareratherthanon its securityposture.
Hence,vulnerabilitiesoftenescapetheir attentionuntil the
softwareis exploitedby speciallywrittenmaliciouscode.

A large percentageof software is developedusing un-
safeprogramminglanguages(e.g.,C andC++) in thename
of cost effectiveness,programmerfamiliarity, and perfor-
mance.Beingunableto in�uence how othersdevelopnew
software,we must �nd ways to improve the maintenance
processto securesoftwareagainstpossibleattacks.

Codeauditsareoneaspectof the maintenanceprocess
that can focus on securityvulnerabilities,and have been
tried,with somesuccess,on systemssuchastheOpenBSD
operatingsystem[23]. Unfortunately, auditsareexpensive
andreoccurring.Eachaudit requiresmany manhours,and
eachsoftwarerevisionrequiresre-examinationtoverify that
new faultshavenotbeenintroduced.

Thequantityof codein many systemsmakeslarge-scale
auditinginfeasible. In the caseof OpenBSD,the auditing
effort only focuseson software that is enabledin the de-
fault installation. This decisionhasresultedin overlooked
vulnerabilitiesin otheroftenusedcomponentsof thedistri-
bution,suchastelnetd .

Beizerstatesthatgoodsourcecodewill haveoneto three
faultsfor every onehundredlinesof code[4]. However, it
is not known which of thosefaultsis a securityvulnerabil-
ity. Auditorswould bene�t from a tool thatcanreducethe
amountof codethatneedsto be studied;enablingthemto
focustheir attentiononareasof likely vulnerability.

Our hypothesisis that a small percentageof functions
neara sourceof input (e.g.,�le I/O) arethemostlikely to
containa securityvulnerability. Exactlywhatwe meanby
`near' is describedin Section3.3. We refer to thesefunc-
tions asFLFs (Front Line Functions),and the percentage
of functionslikely to containa securityvulnerabilityasthe
FLF density. We validateour hypothesiswith an experi-
mentthatinvolves thirty onevulnerabilitiesin opensource
softwareusingtwo tools that weredevelopedfor this pur-
pose.Theresultsof this experimentaresummarizedin Ta-
ble1.

Basedonthevalidationof thehypothesis,theFLFFinder
tool was developedto identify areasof high vulnerabil-
ity likelihoodautomatically. The effectivenessof the FLF
Finderis demonstratedin two ways. First, it is appliedto
threeopensourcesoftwaresystems,micq,elm,anddhcpd,
with known (documented)vulnerabilities.Second,theFLF
Finderis appliedto theOpenSSHdaemonsoftware,which
doesnot have known vulnerabilitiesbut hasrecentlyun-
dergonea widely-publicizedrestructuring,calledprivilege



separation,aimedat minimizing the amountof codethat
runswith elevatedprivileges.By minimizing theamountof
privilegedcode,it reducedtherisk of a securityvulnerabil-
ity occurringwithin that code. Although the restructuring
wasdonemanually, our casestudyshows that the results
producedby theFLF Finderareconsistentwith thedesign
decisionsmadeby thesecurityauditors.

Theremainderof thispaperis structuredasfollows: Sec-
tion 2 outlinesrelatedresearch,Section3 presentsthe ex-
periment,Section4 describeshow the experiment's out-
comewasusedto developtheFLF Finder, Section5 details
theOpenSSHcasestudy, andSection6 outlinesthelimita-
tionsof thiswork andourfutureplans.Thepaperconcludes
in Section7.

2. RelatedResearch

This work is relatedto two majorareasof research.The
�rst is softwaresecurity, speci�cally asit appliesto security
vulnerabilitiesin code.Thesecondis theuseof sourcecode
analysisfor softwaremaintenance.

2.1. Software Security

2.1.1. CommonSecurity Vulnerabilities

Therearemany classi�cationsof softwaresecurityvulner-
abilities[2, 14, 5]. This work considersonly thecategories
of vulnerabilitiesthat involve obtainingexternalinput data
thatcausesa securityexploit.

Figure 1. Buff er Over�o w

Buffer over�ows may occur when a �x ed size mem-
ory allocation is usedto storea variable-sizedataentry.
Therearecon�icts whenthe variablesizedataentry over-
runstheboundsof the �x ed-sizememory, asshow in Fig-
ure1. Theseover�owsaretypically exploitedby enteringa
stringwhich is largerthanthebuffer assignedto hold it. If
the returnaddress(RA) is part of theoverwrittenrun-time
stack,theusermayexecutearbitrarycode[22].

Format string vulnerabilitiestarget speci�c typesof C
and C++ function calls suchas printf and sprintf .
This family of functionsacceptsan input string thatspeci-
�es theformatof theoutputalongwith anarbitrarynumber
of argumentsthatcorrespondto thatstring,calledthevari-
ableargumentslist. Thefunctionpushestheargumentsonto
therun-timestackandthenreadstheformatstring,popping
theargumentsbackoff of thestack. If theprogrammeral-
lows the userto specify the format string at run-time, the
usercouldrequestmoredatato bepoppedoff thestackthan
theprogrammerhadoriginally pushed.This unpredictable
behavior couldleadto adenialof serviceattack,or a buffer
over�ow [20].

Denial of serviceattacksinvolve giving the application
anunexpectedinput thatcausesit to disallow serviceto any
otheruser. For example,theinputmaycausetheapplication
to enteranin�nite loop or to crash.Many denialof service
attackstargetthenetwork infrastructure[17], but this work
only pertainsto attacksonapplications.

2.1.2. Technologiesto Detect& Prevent Vulnerabilities

Our effort is not the �rst to addressthe problemsof vul-
nerabilitiesin software.Someof theexistingsecuritytools,
suchasSplintandcqual,performstaticanalysisto �nd code
that is likely to be vulnerable.Unlike our tools, however,
they requireprogrammersto annotatetheirsourcecodewith
constraints. Not all of the existing sourcecodeanalysis
toolsrequirecodeannotations,however. Flaw�nder, RATS,
ITS4, andMopsareall tools thatanalyzesourcecodeand
reportpossibleweaknesses.

Other tools, suchasStackGuardandFormatGuard,at-
temptto detectandhandlevulnerabilitiesat run-time. Fi-
nally, somevulnerabilitiescan be preventedin hardware
and operatingsystemsby using non-executablememory
pages.

Flaw�nder [28], RATS [26], and ITS4 [8] areall tools
that examinesourcecodeandreportpossibleweaknesses.
An overview of thesetools,alongwith acomparisonof their
capabilities,canbe found in an Linux Journalarticle [19].
In general,thesetoolsdirect theattentionof codeauditors
to C/C++functionsthatareknown to beassociatedwith se-
curity problems(i.e., buffer over�ows, formatstring prob-
lems,temporary�le raceconditions)andproducea list of
vulnerablecodestatements.

TheSplintutility [16] allowssourcecodeannotationsto
beinsertedto determineif a buffer over�ow is possiblefor
certainportionsof thecode.Thetool assumesthat thede-
veloperwill addall of thenecessaryannotationscorrectly.

Cqual[27] is a tool thatdetectsformatstringvulnerabil-
ities throughsourcecodeanalysis.It allows programmers
to usetwo new datatype modi�ers, tainted (untrusted
data)anduntainted (trusteddata),thatcanbeappliedto
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any datatypein thesourcecode.Thetool usesa modi�ed
compileron theannotatedsourcecodeandinformsthepro-
grammerwhenmismatchesoccurbetweentainted and
untainted types.

Our tool shouldbe usedin conjunctionwith these� ve
tools. Speci�cally, the FLF Finderreducesthe numberof
functionstheauditorshouldlook at. Theauditormaythen
applyany of theothertoolsto �nd speci�c linesof codethat
maybevulnerable.

Model checkinghas beenusedwith somesuccessto
detectpossiblevulnerabilitiesin software. For example,
MOPS[6], usesstatemachinesto detectpatternsof func-
tion call sequencesthatcommonlyresultin securityvulner-
abilities.

StackGuard[11] hasbeenreasonablysuccessfulat re-
porting buffer over�ows immediately after they happen.
Speci�cally, StackGuardinsertscodeinto the application
at compiletime anda `canary'valuejust beforethereturn
addresson the run-timestack. Whenthe function returns,
theaddedcodechecksif this canaryvalueis still in place.
If thecanaryvalueis no longerpresent,thena buffer over-
�o w musthave occurredthat overwrotethe value. When
thishappens,theapplicationterminateswith anoti�cation.

FormatGuard[10] is usedto detectformatstringvulner-
abilities. It providesprotectionby usinga proxy API com-
posedof C macrosthat interceptpredeterminedvulnerable
functions. Thesemacroscountthe numberof operandsin
theformatstringandthenumberof argumentspassedto the
functionvia thevariableargumentslist. If thesenumbersdo
notmatch,FormatGuard�ags theprogramascompromised
anddoesnot invokethevulnerablefunction.

An effective way to avoid the securityproblemsof an
exploited vulnerability is to disallow the executionof the
run-time stackaltogether. By allowing memorypagesto
be set as non-executable,it preventsexecutablecodethat
mayhavebeenplacedon therun-timestackduringabuffer
over�ow from being executed. This measurecan still be
defeatedin somecasesandalsodictatesthatprogramsmust
bereentrant.

2.2. SourceCodeAnalysis

Code analysistools parsesourceand producea data
repositoryof sourcecodefacts. Maintainerscanthenfor-
mulatequeriesagainstthe datarepositorywhen trying to
understandaprogram.

A C andC++codeanalyzerhasbeendevelopedatAT&T
calledAcacia[7, 3]. AcaciausestheEdisonDesignGroup's
(EDG) compilerto parsethesourcecode,but only accepts
codewritten in ISO C/C++or K&R C. This is a limitation
for ourresearchsincewearestudyingopensourcesystems,
whichoftencontainthird-partyGNU extensionsthatdonot
conformto ISOor K&R standards.

A similartool is theGNUCCompiler(GCC)XML Code
Introspector[12]. Introspectorconvertsthe GCC abstract
syntaxtree(AST) into eitherXML or a Postgresrelational
database.

Otherexamplesof codeanalyzersareReprise[25] for
C++,Chave for Java [?] andCobol/SRE[21] for COBOL.

Someof thementionedtoolsdisplaytheiroutputassim-
ple text or as a graph using visualizationtools from the
Graphviz[3] package.

3. FLF Experiment

Thissectiondescribestheexperimentto validatetheFLF
hypothesis.The experimentinvolvesa suiteof thirty one
vulnerabilitiesin open sourcesoftware written in C that
haveknown (documented)securityvulnerabilities.The�rst
columnof Table1 showsthenameof eachopensourcesys-
tem. If a systemcontainsmorethanonevulnerability, the
nameof thesystemis followedby a`-' andthevulnerability
number(e.g.,zgv-1,zgv-2).

3.1 Inputs and Targets

For thepurposeof theexperiment,we refer to thefunc-
tions that acceptinput as Inputs and the functions with
known vulnerabilitiesasTargets.

An exampleof an Input is a userde�ned function that
containsacall to read in unistd.h . Thefunctionread
storesdatafrom apotentiallyuntrustedsourceinto abuffer.
Our analysisrevealedthatthemostcommonsourcesof in-
put dataaredirect userinput, indirect userinput via com-
mand line arguments,and input from environment vari-
ables. The FLF Finder suppliesa list of commonInputs
suchasread . However, any functioncouldbea potential
Input, so the usermay specifywhat otherfunctionsin the
softwaresystemshouldbeconsideredaninput.

A Target is any function that containsa known vulner-
ability. Thesefunctionstypically usea global buffer or a
variableparameterthatcontainsdatafrom anInput. For ex-
ample,aTargetcouldbeafunctionthatcallsprintf using
ausersuppliedbuffer asthe�rst argument.

All of the opensourcesystemsusedin the experiment
haveat leastoneknown vulnerabilityandonepatch�le for
repairingthe vulnerability. The patch�les arecreatedby
maintainersusingtheUnix diff tool. Theexperimentuses
patch�les to identify theTargetsin eachsystemautomati-
cally.

Figure2 showsa typicalpatch�le thatrepairsa security
vulnerability. The subtractive lines (i.e., lines that begin
with a `-') linesin thepatch�le specifytheoriginal source
codethat mustbe removedto repairthevulnerability. We
considerthe functionsthat containthe subtractive lines to
beTargets.
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--- channels.c Thu Mar 7 15:01:32 2002
+++ channels.c Thu Mar 7 15:11:55 2002
@@-145,7 +145,7 @@
{

Channel *c;

- if (id < 0 || id > channels_alloc) {
+ if (id < 0 || id >= channels_alloc) {

log("channel_lookup: %d: bad id",
id);

return NULL;
}

Figure 2. An OpenSSH patc h �le

3.2. Tools

Theexperimentusestwo toolswedeveloped.GAST-MP
(GNU AbstractSyntaxTreeManipulationProgram)takes
pre-processedC sourcecodeand generatesa databaseof
codefactsfor eachsystemin theexperiment.SGA(System
GraphAnalyzer)discoversTargetsin the sourcecodeand
createsfunctioncall graphsthatarenecessary.

3.2.1. GAST-MP

TheGNU C Compiler(GCC)version3.21is ableto output
theAST(abstractsyntaxtree)thatit producesintoanASCII
text �le when given the -fdump-tree-original
�ag. GAST-MP parsesthis �le andproducesa relational
databaseof codefacts.

3.2.2. SGA

TheSGAtool hasadualpurpose.It functionsasavulnera-
bility patch�le analyzerto identify Targetfunctionsandas
a functioncall graphgeneratorthatis usedto tracehow po-
tentiallydangerousdatacould�o w from Inputsto Targets.

For eachvulnerability patch �le, SGA determinesthe
line numberof eachsubtractive line in the corresponding
sourcecode.It thenusestheGAST-MP databaseto �nd the
function thatcontainsthat line of code. Oncethe function
is determined,it is markedasaTarget.

3.3. Function InvocationPath Model

Recall that the FLF hypothesisstatesthat a small per-
centageof functions,speci�cally thoseneara sourceof in-
put, aremostlikely to containa securityvulnerability. We
will show that thirty onevulnerabilitiesin opensourcesoft-
wareoccurwithin closeproximity to anInput. Theproxim-

ity is measuredasthenumberof function invocationsthat
occurbetweentheInputandTarget.

TheFLF density � for eachInput andTargetpair is the
ratio ����� , where� is thenumberof functionsonthelongest
achievablecall pathbetweentheInputandTarget,and � is
thetotalnumberof functionsin thesystem.

Assumingthat asynchronouscodeis not taken into ac-
count (seeSection6), thereare threepossilbleinvocation
pathsfrom an Input to a Target that will containall data
�o w paths.GivenanInput node � anda Targetnode 	 , one
canhave a invocationpath ��
�	 . Given the samepair of
nodes,onecanalsohave a invocationpath 	

�� . Finally,
givena graph �������
����� anda node ����� suchthat �

is neitheranInput nor a Target, therecanexist a data�o w
suchthat ��
 � and ��
 	 . Betweenthesethreecase,
underour assumption,all possibledata�o w pathsmustbe
contained.

We know that the call graphcontainsall of the possi-
ble data�o w pathsbetweenInput andTarget. Hence,all
data�o w pathsbetweenInput andTargetmustnot becon-
tainedin any invocationpathlongerthanthe longestinvo-
cationpathbetweenInput andTargeton thecall graph.As
shown in Section3.4,wealwayschoosethelongestinvoca-
tion path. By choosingthe longestinvocationpath,we are
make conservative estimateof the lengthof the data�o w
paththatis actuallyexecuted.

3.4. FLF HypothesisValidation

Thevalidationconsistsof four stages.The �rst stageis
to searchfor softwaresystemswith known vulnerabilities
and patch�les for thosevulnerabilities. In general,it is
dif�cult to �nd patch�les thatonly pertainto securityvul-
nerabilitiessincemaintainersmake one generalpatch�le
that contains�x esfor both regular faultsandsecurityvul-
nerabilities.Fortunately, someLinux distributionsprovide
softwarein the form of SourceRedHat PackageManager
(SRPM) �les. SRPMscontainunalteredsourcecodeand
a set of patchesthat addressspeci�c faults in the source.
SRPMpackagescomprisemuchof thetestsuite.

Thesecondstageis to pre-processeachsoftwaresystem
in the testsuitewith GCC to resolve macrosandcompile
time dependencies.GAST-MP is thenusedto generatea
databaseof codefactsfor eachsystem.

Finally, SGAis usedto calculatetheFLF densityof each
system.Theprocessto calculateFLF densityis asfollows:

1. Createtheentirecall graph � for thesystem

2. Transform� into adirectedacyclic graph(DAG) with
a rootnode.Call this new graph� �

3. LabelInputnodesin � �

4



4. Usethesubtractivelinesin thevulnerabilitypatch�les
andcodefactsfrom theGAST-MP databaseto deter-
mineandlabelTargetnodesin � �

5. Discover the set of commonancestors,! , for each
Input-Targetpair in � �

6. Calculate� for eachInput-Target pair, which is the
numberof functionsalongthelongestpathfrom Input
to Targetthrougha memberof !

7. Calculatethetotal numberof functions,� , in �"�

8. For eachInput-Targetpair, computethe FLF density,
�$#%�&�'�

9. Selectthelargest� astheFLF densityfor thatsystem

It is importantto transform � into a rootedDAG since
the commonancestorsalgorithm [13] requiresa DAG to
performcorrectly. By choosingthelargestresult,weobtain
a conservativeestimateof thenumberof functionsthathad
accessto datafrom theInput. A conservativeestimatewill
reducethelikelihoodof falsenegatives(functionsthathave
accessto datafrom an Input, but arenot chosenfor audit)
createdby theFLF �nder.

Ourexperiment,computedtheFLF densityfor eachsys-
tem.ThesamplemeanFLF density( (

) ) acrossall systemsis
2.87%with a standarddeviation ( * ) of 1.83%.This means
that, on average,2.87% of the functions in eachsystem
wereinvolved in the securityvulnerability documentedby
thepatch�les. We cansay, with 95% con�dence,that the
truemeanFLF density( + ) is within theinterval of 2.23%to
3.51%.

4. FLF Finder

The FLF Finder discovers thosefunctions in the code
that areat higherrisk of vulnerability. The tool is not in-
tendedto �nd faults,only to show which functionsareat
risk. The FLF Finder requirestwo piecesof information
to be providedby the user. The �rst is the sourcecodeto
beanalyzed,andthesecondis alist of Inputs(besidesthose
providedby theFLF Finder).Table2 lists thedefault Inputs
that theFLF Finderlooks for. Eachcolumnlists functions
from aspeci�c systemlibrary.

TheprocesstheFLF Finderusesis asfollows:

1. Createtheentirecall graph� for thesystem

2. LabelInputnodesin �

3. Computethetotalnumberof functions,� , in �

4. GiventheFLF densityresultof 2.87%,solve for �,#

�-�

5. Labelthenodesin � asfollows:

.

	0/1�3254��3	768#%� ;
9

�:� ;=<>4?284@�3	765#BA ;
while Input has unlabeled ancestor C

9

�:� ;=<>4?284@�3	76ED

.

	0/1�3254��F	76 do
traverseincomingedge;
labelnode;
increment

9

�:� ;=<-4�254��F	76 ;
GIH

	0� ;=<-4�254��F	765#

9

�:� ;=<>4?284@�3	76 ;
while node has unlabeled predecessor C

GIH

	0� ;=<-4�254��F	76ED

.

	0/1�J254��F	76 do
traverseoutgoingedge;
labelnode;
increment

GIH

	0��;K<>4�254��F	76 ;
end

end
print labelednodes;

This processis identicalto thatusedin Section3.4,ex-
cept that it might producefalsepositives. The falseposi-
tivesare introducedbecauseTargetsarenot known ahead
of time. In the experiment,the resultingFLF densitywas
basedononepaththroughonecommonancestor. Sincethe
Targetsarenot known aheadof time whenthe FLF �nder
is used,every function invocationpathof length � through
everycommonancestoris suspect.

To testtheeffectivenessof theFLF Finder, weappliedit
to threeopensourcesoftwaresystemswith known vulner-
abilities that werenot usedin the experiment,micq, elm,
anddhcpd.Thesesystemswerefoundin thesamemanner
asdiscussedin Section3.4. The resultsof thesetestsare
shown in Table3.

The table show threepiecesof information. The �rst,
FunctionCoverage, is thepercentageof thefunctionsin the
systemthat were labeledas FLFs. This numberis much
largerthantheexperimentalamount(i.e.,2.87%)dueto the
introductionof falsepositivesdescribedpreviously. Next,
the tablelists how many known vulnerabilitiesexist in the
testsystem,andhow many of the functionsthat contained
vulnerabilitieswereidenti�ed usingtheFLF Finder. Only
dhcpd failedto identify all of its known vulnerabilities.It
failed to �nd onevulnerability becausethereis no known
pathto thefunction in dhcpd which containsthevulnera-
bility.

Oneof our objectiveswasto supplythemaintainerwith
a tool thateasestheprocessof performinga securityaudit.
The FLF Finderaccomplishesthis by eliminatingmostof
thesystem's functionsfrom consideration.

Thenext sectiondescribeshow theFLF Finderwasap-
plied to theOpenSSHsecureshelldaemonsoftware.
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5. OpenSSHCaseStudy

This casestudy test the validity of our tools, concepts,
andobservationsby usingthemagainsta softwaresystem
andthenverifying theresultsagainstthedecisionsmadeby
thedeveloperswho auditedthecodefor security. It is our
opinionthatif theFLF Findernotesthosefunctionssuspect
that thedevelopersalsonotedassuspect,thenour FLF hy-
pothesisis onewhich canhave an impacton the software
securitycommunity.

5.1. OpenSSH

OpenSSHis a freely availablesuiteof network connec-
tivity tools that a growing portion of the Internet is rely-
ing on. Telnet , rlogin , ftp , andothersuchprograms
transmitunencryptedpassword informationduringauthen-
tication. OpenSSHencryptsall traf�c (including pass-
words) to eliminateeavesdropping,connectionhijacking,
andothernetwork-level attacks.

OpenSSH includes sshd , a secure alternative to
telnetd andsftp , asecurealternativeto ftp . Privilege
separationwasoriginally anoptionalpartof theOpenSSH
architecture.However, theOpenSSHteammadeit manda-
tory asof version3.2.3[1].

5.2. PrivilegeSeparation

Theprinciplebehindprivilegeseparationis to minimize
theamountof codethat runswith elevatedprivilegeswith-
out limiting the functionality of the program. The result
is that the separatedcode(whichruns with elevatedprivi-
leges)cannow beauditedthoroughlydueto its smallsize,
andthereforeshouldbemoresecure.After separation,the
numberof lines of sshd codethat neededto be audited
shrunkfrom 27,000to 2,500.

Theremaininglinesof unprivilegedcodeexecutein what
is known asa jail . Thejail is a speciallyconstructeddirec-
tory which works with a userthat only hasaccessto this
directoryandhasno otherprivileges. Any attemptsto ex-
ploit codewithin this jail shouldresultin eithera denialof
serviceto theattackeror arbitrarycodeexecutionasthere-
stricteduserin anenvironmentisolatedfrom therestof the
operatingsystem[24].

5.3. CaseStudy

The goal of the following casestudy is to demonstrate
thattheFLF conceptandits associatedtoolscanbeusedto
increasethe ef�ciency of a sourcecodeauditor. This will
bedoneby comparingtheFLF Finderresultsof OpenSSH
3.1(3.1)againstOpenSSH3.2.3(3.2.3). 3.1 was the last

versionthat did not run with mandatoryprivilege separa-
tion, and3.2.3wasthe mostrecentversionasof the time
the casestudywasperformed. The criteria for a success-
ful studywill betheagreementof thesetof FLF's with the
changesmadein 3.2.3. More explicitly, we wish to show
that thoseFLF's noted by the FLF Finder contain those
functionsmodi�ed by theexperiencedevelopersin 3.2.3

Thechangesmadein 3.2.3add78functionswhichspec-
ify amessagepassingAPI. These78functionsareusedpri-
marily by legacy functionsto passdatabetweenthe priv-
ilegedandunprivilegedsegmentsof the system. It is our
belief that the developerswere implicitly enforcing FLF
boundson3.1by choosingwhereto placethenew 78func-
tions.Therefore,wewill runourFLF �nder on3.1to study
how many of theselegacy functions the FLF �nder also
notesashigh risk functions.

Thosefunctionswhich we are interestedin �nding are
locatedin thefollowing manner, welet L�MONQP RSP N bethesetof
all functionsin 3.2.3which usethe messagepassingAPI
and let MTNSP U be the set of all functions in 3.1. Then let

MWVYX'Z\[^]1_0[0`�Z\_a# L�MWNQP RSP N bcMTNQP U such that MTVYX'Z\[^]1_0[0`�Z\_ now
containsonly thosefunctionsin 3.1 which wherechanged
to usethe messagepassingAPI in 3.2.3. We now apply
the FLF �nder to 3.1 to generateMdLeM , the set of FLFs
in M

NSP U . Finally we let M
_^f'`^`^[0_0_

# MdLeMgbhM
VYX'Z\[^]1_0[0`�Z\_ ,

M
_0f�`^`^[7_0_ is the set of all functionswhich were found by

theFLF �nder andalsowereusedin 3.2.3to call message
passingfunctions.Thereforewe candetermineourcorrect-
nessby i M

_0f�`^`^[7_0_
i �ji M

VYX'Z\[^]1_0[0`�Z\_
i . Whenthis procedurewas

appliedwe were k"lnmj�0oqp-�>o�rK� successfulat locatingthose
functionswhich theopensshdevelopersalsoimplicitly de-
�ned asFLF's. Of thetotal 1029functionsopenssh3.1 the
FLF �nder identi�ed 374or k"sKp aspotentialtargets.

Thiscasestudypresentsanexampleof how theFLF con-
ceptsandtoolscanbe usedto aid codeauditorsin �nding
high risk areasof codein anef�cient manner. We saythis,
becausewewereableto removeandestimatedoqtj�@p=pnl lines
of codewith very little effort while maintaininga high de-
greeof accuracy. As our toolsmatureandourexperimental
setbecomeslarger we canassumethat our ability to trim
thoseunimportantsegmentsof a system(intermsof secu-
rity) will only improve.Preliminaryversionsof thisprocess
which usedata�o w asa methodof further reducingextra-
neousfunction pathshave shown even more dramaticre-
sultsmaximizingoursuccessratewhile minimizinglinesof
code.This implies thatcodeauditorswill beableto spend
thier time on thosefunctionsthat are in the mostneedof
attention.

6. Limitations & Future Work

This sectiondescribeslimitations associatedwith our
currentwork aswell asproposedsolutionsandfuture im-

6



provements.

6.1 Function Pointers

Functionpointerscausecall-pathsto bedisconnectedbe-
causefunction pointersareresolved at run-time. In some
cases,it is possibleto discover the setof functionsthat a
functionpointercanresolve to, andincludethatbranching
in thecall-graph.

6.2 AsynchronousExecutableCode

Staticanalysisof asynchronouslyexecutablecode,such
as threadsand signalhandlers,is non-deterministic.Call
graphsthatcontaintheseconstructsappeardisconnectedbe-
causeit is impossibleto guaranteethat an associationwill
befoundto connectthedata�o w pathsandtherebythein-
vocationpaths.

6.3 Futur e Impr ovements

The�rst improvementis to supportC++in additionto C.
This will enableus to usea muchlargerexperimentaltest
suite.

The integrationof the toolsdescribedin this paperinto
our reverseengineeringportal,calledREportal[18], would
widen the impactof the work signi�cantly. The web por-
tal enablesdevelopersto uploadsourcecodeandperform
specializedanalysisonlineusinga webbrowser.

Currently, all macrosarelost during the pre-processing
phaseof thesourcecodeanalysis.Modi�cation to thepre-
processorwill allow macroassociationsto be includedin
thedatabaseand,hence,usedin our analysis.

ThequeryingmechanismsupportedbySGAisprimitive.
In the future, we would like to enhanceSGA with a more
expressivequerylanguagethatwouldsupport,amongother
things,transitiveclosure.

7. Conclusions

Our hypothesisstatesthat a relatively small percentage
of functionsneara sourceof input are the most likely to
containa securityvulnerability. Describedin this paperis
anexperimentto validatethishypothesis.Theresultsof this
experiment,shown in Table1, supportour hypothesis.

In Section3 we computedtheFLF densityof eachsys-
temin thetestsuite.RecallthattheFLF density � for each
Input andTargetpair is the ratio �&�'� . � is thenumberof
functionson the longestachievablecall path betweenthe
Input and Target, and � is the total numberof functions
in the system. We found that the samplemeanFLF den-
sity was2.87%with a standarddeviation of1.83%. From

this we cangeneratea 95%con�denceinterval for thetrue
meanFLF densityfrom 2.23%to3.51%.

Theseresultswere testedagainstseveral open source
softwaresystemsnot includedin theexperiment,aswell as
theOpenSSHserver daemon.The casestudyshowedthat
the designdecisionsmadeby the OpenSSHteamconcur
with theresultsourFLF Finderproduced.

By usingthe FLF Finder, codeauditorscanfocustheir
attentionon the most vulnerablefunctionsin the system.
This would allow themto spendmoreof their time search-
ing for lessobvious security�a ws in systems,leadingto
moresecureapplications.
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System
Name

FLF
Density

(%)

Longest
Path

Total
Functions

Lines
of

Code
bash 2.18 18 824 67,141
crond 2.50 3 120 3,646
elm 1.28 6 468 95,921
exim 1.82 10 549 61,210

fetchmail 3.13 11 351 24,201
gnupg 1.16 6 517 73,274

inn .73 3 407 81,429
joe 4.04 26 644 20,639

lukemftp 3.04 17 558 7,995
lynx 1.00 12 1206 12,9420
mailx 3.33 10 300 9,351
man 3.98 9 226 23,581

minicom 3.91 10 256 11,571
mutt 1.32 15 1139 62,824

netkit-ftp 2.97 7 236 76,695
netkit-inetd 5.50 5 91 1,351
netkit-ping 2.38 1 42 835
netkit-tftpd 1.79 1 56 1,020

nmh 1.53 12 785 52,356
radius-client 4.43 7 158 15,872

screen .94 4 424 24,796
sharutils 6.12 3 49 9,271
stunnel 3.52 8 227 3,820

sysklogd 7.58 10 132 6,115
tcpdump .48 3 627 27,738
telnetd 7.14 8 227 16,480

webalizer 1.33 2 150 6,450
wu-ftpd 1.12 4 358 67,755

wwwof�e 2.85 11 386 44,498
zgv-1 3.32 9 271 8,607
zgv-2 2.58 7 271 8,607

Table 1. Thir ty one open sour ce systems
make up the test suite [9]

Function
Name

Function
Coverage

(%)

Number
Vuln.

Number
Found

micq 35.58 3 3
elm 39.82 1 1

dhcpd 18.75 2 1

Table 3. The results of the FLF Finder valida­
tion
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unistd.h stdio.h getopt.h stdlib.h socket.h
read fscanf getopt getenv recv main
pread scanf getoptlong canonicalize�le name recv from

pread64 vfscanf getoptlong only realpath recvmesg
getcwd vscanf getoptinternal securegetenv
getwd fgetc

get currentdir name getc
ttyname getchar

ttynamer getcunlocked
readlink getcharunlocked
getlogin fgetc unlocked

getlogin r getw
getpass fgets
ctermid fgetsunlocked

gets
getdelim
getline
fread

fread unlocked
ctermid

Table 2. The default Inputs provided by the FLF Finder
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