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Abstract

Theincreasingdemandor high-bandwidthapplicationssud asvideo-on-demandndgrid comput-
ing is revivinginterestin bandwidthreservatiorschemesEarlier attemptslid not catch onfor anumber
of reasonsnotablylack of intereston the part of the bandwidthproviders. This, in turn, waspartially
causedoy thelack of an ef cient way of charging for bandwidth.Thus,theviability of bandwidthreser
vation dependn the existenceof an efcient market where bandwidth-elatedtransactionscan take
place For this market to be effective it mustbe efcient for both the provider (seller) and the user
(buyer) of the bandwidth. Thisimpliesthat: (a) the buyer musthavea wide choice of providers that
opemtein a competitiveervironment(b) the sellermustbe assuedthata QoStransactiorwill be paid
by the customerand (c) the QoStransactionestablishmentusthavelow overheadssothatit maybe
usedby individual customes withouta signi cant burdento the provider.

In order to satisfytheserequirementswe proposea framevork that allows customes to purchase
bandwidthusingan openmarket where providers advertiselinks and capacitiesand customes bid for
theseservices. Themodelis closeto that of a commoditiesnarket that offers both advancebookings
(futures)anda spotmarket. e explore the medianismghat cansupportsud a model.

1. Intr oduction

Yearsof researcton Quality of Service(QoS)architecturedor the Internethave resultedin sophis-
ticatedproposalghat have not beenbroadly exploited commercially In particular IntegratedServices
(IntServ)[11] andDifferentiatedServiceqDiffServ) [8] have long beensupportedoy majorrouterand
operatingsystemvendorsyet have only seenminimal usein practice. Oneexplanationofferedby the
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networking and QoS communityhasbeena lack of a commercializatiormodel,togetherwith the nec-
essaryaccountingandchaging architecturg¢14]. A relatedcrucialissueis assurancef end-to-endQoS
coherencen thefaceof multiple interveningparties,suchastransiti Sps.

Thesetwo issuestakentogetheyareresponsibldor suppressingnterestfrom boththe1sps (in com-
merciallyexploiting QoStoits full potential)andtheusergin takingadwantageof suchservices) Simply
put,if anisp cannotbe paidfor reservingbandwidthto auser they will notoffer QoS;if userscannotbe
assuref end-to-endQoS,they will notpayfor the service.Compoundinghe problemis theissueof
managementit is certainlypossiblefor a large entity, suchasa multi-nationalcompaty, to coordinate
with the relevant Isps so that its variousgeographicallydispersechetworks are correctly provisioned
usinga seriesof DiffServor IntServtunnels. However, the effort is considerableandrequiresmanual
interventionfrom a numberof parties. Perhapsnostimportantly the 1ISPs' network operationenters
(NOCs)will needto con gure the variousroutersappropriately Clearly, suchan approachwill not
scalewell if preferentiallytreatedoandwidthis to becomea commoditythatcanbetraded,ashasbeen
recognizedbefore[12]. Yet, the increasinguseof the Internetfor time-sensitie or otherwisecritical
applicationseffectively mandatesomeform of bandwidthresenration, often for shortperiodsof time
(e.g., watchinga movie).

We presenta market-basedpproactio self-managingQoSacrosamultiple 1sps. Our architecturen-
troducesa BandwidthExchang€BAND-X), whichfacilitatesthetradingof resenedbandwidthbetween
IsPs andusers. This facility allows purchasingoandwidthin advance(effectively creatinga “futures”
marketfor bandwidth)aswell asonthe“spot” market. Userscanselectfrom arangeof offeringsby var
ious|IsPs to createan end-to-endoipe (with the desiredbandwidthandQoS)piece-mealpr canchoose
to purchasea completepackagerom a single provider (or consortiumof providers),whereavailable.
Thisis similar to theway peoplepurchasdow-costairplaneticketsonline.

To easehetaskof accountingandadministrationwe usethe micropaymentrchitecturentroduced
in [10] to provide bothaccountingandauthorization.Brie y, userspurchasingpandwidthon BAND-X
areprovidedwith credentialghatallow themto establisithe necessarf)oSpipesamongthe necessary
network elementgrouters),within the constraintsof their contracts. Our useof a trust-management
system(KeyNote [9]) allows usto performboth billing and authorizationwith the samemechanism,
simplifying the architectureandeliminatingthe needfor manualcon guration or universaltrustof the
BAND-X service(e.g., to con gure therelevantroutersof several1sps).

To betterillustrate the useof the BAND-X architecturewe next describea sampleusagescenario
involving anenduserandsereral Isps. In Section2 we presenthe systemarchitecturen moredetail.
Section3 describeghe variouscomponent®f our system,in particularour micro-checksmechanism,
andhow they operateogetheyalongwith a securityanalysis.Sectiond4 describe®ur prototypeimple-
mentation the testbedusedfor the evaluation,andthe measurementsollectedduringthe testswe run.
Finally, summarizeelatedwork in Section5, andpresenbur conclusionsandclosingremarks.

1.1.Motivation

QoSprovision andmanagemernthasa wide-rangingliterature. A lot of the early work wasinspired
by the QoS featuresof ATM networks, andthe demandfor multimediatrafc. The desiredgoal was
thecontrolof multiplexing behaior in bothendpointsandnetwork elementswith theideathatqueuing
disciplinessuchas Fair Queuing,or its mary variantscould be usedto allocatebandwidthresources,
andfor the mostpartprovide delaybounds.



However, despitethe ever increasinguseof time-sensitre protocols(e.g., VolP, audioon demand,
etc) bandwidthresenation hasnot beenparticularly successful.This hasbeencausedmnainly by the
fear that sincetheseapplicationshave modestbandwidthrequirementghe operationof a reseration
andpaymentinfrastructurewould not be feasibleeconomically Recently however, newer applications
suchasvideo on demandtele-presenceand Grid Computing,have bandwidthrequirementshat may
constitutea signi cant portion of the availablebandwidth.In suchcaseghe overheadsissociatedvith
theresenationandbilling aresmaller(becauseve aredealingwith fewer moreexpensve resenations),
while thebene tsaregreatetbecaus®f theimpactof thedata o ws ontheinfrastructure.

Nowadayswith newer applicationsuchasvideoon demandtele-presencegndGrid Computing the
unit of allocationis large enoughto allow a relatively smallernumberof highervaluetransactionghat
placereasonablelemandn theresenationandpaymentcomponent®f a resenationsystem.Sucha
systemmustdealwith billing (i.e., how the costof the resened bandwidthcanbe paid by theuser)and
mustsupporta resenation protocolsuchasrsvp thatcanperformbandwidthresenationin a scalable
andsecuremanner

Considetthefollowing scenariaf auserAlice wishingto resene anend-to-endbOMbps“pipe” from
Rometo Dublin. Usinganappropriateool (e.g., auctionsite, databaseservicebureau)shedecideso
purchase link from Rometo Parisofferedby 1sp A, andanotherink from Paristo Dublin offeredby
ISP B. However, Alice doesnot needthe QoS pipe immediately;rather sheneedsit for the time her
remotepresentatiois scheduleda few dayslater.

Paymentmay be effectedin variousways(examplesgivenlaterin the paper)dependingpnthepolicy
of eachisp. Oncetheresenationhasbeenbooked,eachisp sendsa credentiako Alice authorizingher
to usetherequiredink atthedesiredime anddateandfor theappropriatdimeinterval. Thecredentials
aresetto expire attheendof theresenedperiod.Again, dependingpn theway payments handledand
the policiesof the 1sps andotherinvolved parties,morethanthesetwo credentialsmay be requiredfor
accesgo begranted(thisis explainedlater).

Justbeforethe link needsto be establishedAlice's QoS negotiationagent(QNA) will senda QoS
requestto the network elementgNESs) of the two IsPs to ensurethat the appropriateresourceshave
beenallocated.Sincetwo providersareinvolved,Alice's QNA will needto contacteachisp separately
Dependingon the bandwidthresenation protocolused,Alice's QNA may communicatewith a central
entity within the 1sp, or may negotiatea paththroughthe isP's network andthenresene the desired
bandwidthwith eachnetwork elementseparately

For this discussionye have limited oursehesto bandwidthresenation;additionalQoSrequirements
(suchaslatengy) maybe speci edwithin the sameframenork.

SpotMark et Givenanefcient purchasingnechanisman “advance”’bookingsuchasthe onemen-
tionedearliermay be madeeven secondseforethe channelwill be used,sotheterm“spot market” is

usedo de ne adifferentpaymentegimethatmaybeusedo selltheunusedetwork capacity The“spot

market” allows premiumbest-efort servicesto be sold. In this case we arenot makingary promises
regardingavailability of bandwidth but we saythatby payinga smallpremium, pacletsmaybetreated
favorablyin theallocationof theremainingbandwidth(afterthe booked commitmentsaresened).

We usegeographicaidenti®ersinsteadof IP addressew® simplify the example.



2. Ar chitecture
2.1.Operation of the Spot Mark et

Initially, the various bandwidthproviders posttheir available capacitiesin the BAND-X clearing
house. The systemcan accommodat®ne or more such clearinghouses sincethey function as an-
nouncemenboards. Apart from that, the clearinghouseis not involvedin the purchaseof bandwidth
(seeFigure 1), but may provide (and chage for) secondaryservicessuchas monitoringand reputa-
tion/complaintdrackingfor the participatinglSPs,akin to theway commoditymarketsoperatorsnoni-
tor the participatingtraders.

Clearing House

Figure 1. The BAND-X Clearing Houseacts as a repository of all the offers for bandwidth issuedby
the I1sPs.

The postingsareof the form of credentialghatdescribethe identity of the ISP andpromiseto abide
by a setof QoSspeci cationsbetweertwo pointsof the1sps network. The credentiaimayalsocontain
thetime periodthatthe offer is valid (which may be differentfrom the expiration of the credential) the
price of the concessionand additionalisp-relatedinformation, suchasthe paththat shouldbe taken
betweerthetwo points. Offer credentialsaaresignedby the1sp whoissueghem.

Customergontactthe ClearingHouseto collectoffersfrom the1sps. For comple paths,a customer
mayneedto collectmorethanoneoffer andusethemtogetherlt is theresponsibilityof thecustomexor
someonectingon their behalf)to make the appropriataesenations. In an ervironmentwith a single
clearinghousethe customercanissuequeriesto getlists of offers matchinghis or herrequirementslf
therearemary clearinghousesthe customemay dispatchanintelligentagentto collectthe offersand
comebackwith arecommendatiothatmeetspreassignedonstraintgprice, ISP reliability etc), query
eachclearinghouseindependentlyor usea meta-searckengine.

At theendof thesearchthe customemill hold oneor moreoffer credentialshatdescribehedesired
pathandQoSspecsasshowvn in Figure?2.

At this point, the customethasnot actually purchasedhe bandwidth.In orderto issuepaymentand
resere the bandwidth,a numberof stepshave to be taken. The customer(or the hostat one of the
end-pointf the connection)contactghe rst-hop network elementNE) andactivatesthe reseration
protocol. The NE issuesa challengewhich is thenreturnedsignedby the customer This responsealso
containghe offer credentialcollectedby the customeanda credit-worthinesscredentiaissuedoy the
customers creditinstitution,asshowvn in Figure3.



Clearing House

Customer

Figure 2. Customer nalizes the path selectionby downloading the offer credentials.
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Credit Institution

Figure 3. The customerissuesa resewration requestby sendingthe offer credentials collectedfrom
the BAND-X Clearing House along with a credit-worthiness credential issuedby his or her credit
institution.

This exchangeaccomplisheshe following: (a) identi es the customer(the key that hassignedthe
NE challenge)(b) providesproof of goodstanding(the credentiaissuedby the creditinstitutionto the
customers key), (c) limits paymentonly to the offer credentialgprovided, (d) canbe usedonly for that
particulartransactiorsinceit depend®nthechallengdssuedby theNE. Onthebasisof thistransaction,
the rst hopNE contactsotherNEswithin the 1spPs network establishinghe purchasegbath. If the path
crossessp boundariesadditionaltransactionsave to be carriedout betweenthe NE of the new I1sp
andtheenduser asshowvn in Figure4.If anISPin the pathcannotprovide therequestedandwidth the
clientmay have to cancelexisting resenationsandtry to nd (andnegotiate)anotherpath.

Whenthelasthopis reachedthe connections consideredestablishec@ndthe nal destinatiorhost
caninitiate a connectiorwith the customers hostover thereseredpath(Figure5).

Thereis no needfor the 1sps offersto matchexactly the requirement®f the customer For example,
if Alice requiresa50Mbpslink from Atlantato Dublin, shemayuseanoffer for a100Mbpsconnection,
but purchaseonly 50Mbps. The providers may include clausesn their offer credentialsallowing or
prohibiting suchun-kundling. The e xibility of the policy languageusedin BAND-X allows mary
suchspecialconsiderationso be encodedwithin the offer credentials.The advantageof having these
restrictionsexpressedspolicy is thatthey canbe useddirectly by the IsP's infrastructurewithout ary
needfor corversion. Moreover, the customercannotalter theserestrictionssincethey areanintegral
partof the credentialandareprotectedoy the1SP's signingof the offer credentials).



Customer

Figure 4. Eachtime the path crossessp boundaries,additional negotiationshave to be carried out, to
ensure that the next-hop ISP can be paid for passage.

Customer

Figure 5. The path hasnow beenestablishedand communication can proceed.

2.2.0peration of the Futur esMark et

In the SpotMarket, the customercollectsthe offers and setsup the pathin shortorder becausehe
offers are effective immediatelyandhave a shortlifetime. Thereis no needto negotiatewith the 1sps
beforetheresenration.

In the FuturesMarket the situationis different,sincethe 1sps needto know whatbandwidthhasbeen
purchasedo plantheir resourceallocation.Oncethe customeicollectsthe offers,a notionalresenation
negotiationwill beinitiated. The negotiationis notionalbecauseno statechangesareactuallyeffected
onthenetwork elementsThecustomers QNA will notdetectary changean the negotiation. Within the
ISPs network, no pathis createdrathertheresenationis enteredn theIsP's databaseandaresenation
credentialis sentto the enduser This credentialwill thenbe usedin the samemannerasthe offer
credentialvasusedin the SpotMarket scenario Sincethe bandwidthhasbeenpaidfor, thereseration
credentiacommitsthe ISPs to provide therequestedesourcest the appropriatduturetime.

At thattime (whenthe pathis actuallyrequired)the customeinitiatesa resenation negotiation, but
sendsonly the resenation credential(insteadof the offer and credit institution credentials). The ISP
network elementswill resere the pathasspeci ed in the resenation credential. The caseof multiple
ISPs is handledin a similar manner For popular pre-plannedevents,it is possiblethat groupsof ISPs



will createbundles(representedby groupsof credentialsthatallow for the creationof pathsthatare
predictedo bein highdemandge.g., apathfrom alargeresidential SPto a streaming-contergrovider,
perhapdgor thedurationof anonlinemusicconcert.

2.3.Role of the Credit Institution

Like the ClearingHouse,thereis no requiremento have a single Credit Institution. It is, however,
importantthat the 1sps have a way of con rming the keys of the variousCredit Institutions. This is
becausdhe credit-worthinesscredentialg(cwcs) issuedby the Credit Institutionsto their customers
will haveto beveri ed by eachisp. If anisp cannotverify acwc, thenit maybefake; trustingit may
resultin theequialentof abouncedcheck.Furthermore|sps maycontacthe Creditinstitutionto verify
thata userhassufcient fundsto payfor a particulartransaction(similar to credit cardauthorization),
which meanghatthe Credit Institutionsneedto be online. However, the interactionbetween sps and
CreditInstitutionis relatively simple,andthe experiencefrom real-life credit card paymentprocessors
indicatethattheinfrastructurecanscalewell.

3. Implementation
3.1.KeyNoteMicr ochecks
The micro-paymentsystemintroducedin [10] forms the basisof our approach.The generalarchi-

tectureof this micro-billing systemis shavn in Figure6. UnderBAND-X, a Merchantis anisp selling
bandwidthanda Payeris a clientwishingto make a QoSresenation.

[ PROVISIONING

VENDOR
(IsP)

CLEARING

Vendor's Bank

Payer's Bank

Figure 6. Micr obilling architecture diagram.

In this system,Provisioning issuesKeyNote [9] credentialgo users(Payers)andisps (Merchants).
Thesecredentialgdescribethe conditionsunderwhich a useris allowedto performa transaction(i.e.,
theuserscreditlimit) andthefactthata Merchantis authorizedo participatein a particulartransaction.



Initially, the 1S encodeghe detailsof the available bandwidthinto an offer which is uploadedto
the BAND-X site, alongwith a credentialthat authorizingarny userto utilize the bandwidthunderthe
sameconditionsasthoseenclosedn the offer. Oncethe user nds anoffer (andassociatedredential)
thatis acceptableshemustissueto the ISP a microcheckfor this offer. The microchecksareencoded
asKeyNote credentialghat authorizepaymentfor a speci ¢ transaction.The usercreatesa KeyNote
credentialsignedwith her privatekey andsendst, alongwith hercredentialfrom Provisioning, to the

rst network elemenbf theisp. Thiscredentiais effectively achecksignedby theuser(the Authorizer)

andpayableto the I1spP (the Licensee).The conditionsunderwhich this checkis valid matchthe offer
sentto the userby the 1sp. Part of the offer is a nonce,which mapspaymentdo speci ¢ transactions
andpreventsdouble-depositingf microcheckdy thesp.

To determinevhetherhe canexpectto be paid (andthereforewhetherto accepthe payment)the isp
passeshe actiondescription(the attributesandvaluesin the offer) andthe users key alongwith the
ISP's policy (thatidenti es the Provisioning key), the usercredential(signedby BAND-X ), the offer
credentialsignedby the1sp), andthe microcheckredentialsignedby the user)to his local KeyNote
compliancechecler. If the compliancechecler authorizeshe transactionthe 1sp is guaranteedhat
Provisioning will allow payment. The correctlinkage amongthe Merchants policy, the Provisioning
key, theuserkey, andthe transactiordetailsfollow from KeyNote's semanticg9]. If thetransactioris
approved,thelsp cancon gure theappropriategouterssuchthattheuserstraf ¢ is treatedaccordingto
the offer, andstorea copy of the microcheckalongwith the usercredentialandassociateaffer details
for latersettlemenandpayment.

Periodically the 1sp will "deposit’'the microcheckgand associatedransactiondetails)he hascol-
lectedto the Clearingand SettlementCenter(csc). The csc may or may not be run by the same
compalty asthe Provisioning, but it musthave the properauthorizatiorto transmitbilling andpayment
recordgo the Provisioning for the customersThe csc recevespaymentrecordsfrom the variousi sps;
theserecordsconsistof the offer, and the KeyNote microcheckand credentialfrom the usersentin
responséo the offer. In orderto verify thata microcheckis good,the csc goesthrougha similar pro-
cedureasthel1sp did whenacceptinghemicrocheckIf the KeyNotecompliancechecler approses,the
checkis acceptedUsingherpublic key asanindex, the users accounts debitedfor the amountof the
transactionSimilarly, the1sP's accounts creditedfor the sameamount.

3.2.BAND-X Operation

Having seenthe overall systemarchitecturelet uslook at a particularexample. Alice is a userwho
wantsto resere somebandwidthfor a particularlink with Nick's 1sp. Every eveningAlice contactsher
banlerandobtainsafreshChed& Guarantor credentialwhich allows herto issueKeyNotemicrochecks.
TheCG credentiashovn belon (mostof thebase64ligits from thekeys have beenremovedfor brevity)
allows Alice to write checksfor upto 5 US Dollars,andshecando sountil March 24th,2006.



Keynote-Version : 2

Local-Constants
ALICE KEY = "rsa-base64:MCg CIQ.. .
CGKEY = "rsa-base64:Mi GJAo... "

Authorizer: CGKEY

Licensees: ALICE KEY

Conditions: app domain == "Band-X" &&
currency == "USD" && &amount <= 5.00
&& date <= "20060324" -> "true";

Signature: "sig-rsa-shal- base64: QUBSZ.. ."

Alice now wantsto resene somebandwidthto Dublin. ShesearcheBAND-X for asuitableoffer, and
locatesoneissuedby Nick's I1sp that containsthe following Offer Credentialjindicatingthatshecould
purchasé&0Mbpson thespeci ¢ link (“Dublin-NYC”) for 3 USdollars:

Keynote-Version : 2

Local-Constants :
ISP _KEY = "rsa-base64:723 ..
ROUTEKEY = "rsa-base64:33a 41.. "

Authorizer: ISP _KEY

Licensees: ROUTEKEY

Conditions: app domain == "Band-X" &&
currency == "USD" &&
bandwidth <= "50Mbps" &&
link _name == "Dublin-NYC" &&

&amount >= 3.00
&& date < "20061120" -> ‘"true";
Signature: "sig-rsa-shal- base64:ab 1XXA. ."

As we shallseelater, in practicean Offer CredentiaincludesQoSattributes,suchasbandwidth,using
thelntservFLOWSPEC notationde nedin RFC 2210.
With the offer credentialon hand,Alice thenwritesa checkfor theappropriateamount:

Keynote-Version : 2

Local-Constants
ALICE KEY = '"rsa-base64:Mcg .. ."
ISP _KEY = "rsa-base64:723 if .. "

Authorizer: ALICE KEY

Licensees: ISP KEY

Conditions: app domain == "BAND-X" &&
currency == "USD" && amount == "4.25"
&& nonce == "eb2c3dfc8e9%a" &&
date == "20060324" -> "true";

Signature: "sig-rsa-shal- base64:Qsd. .. "

Thenonce is arandomnumberthatmustbe differentfor eachcheck,guaranteeinghattherewill be
no double-depositingf checks. Alice thensendsthe Offer Credentialandthe micro-checkto Nick's



routerusinga protocolsuchasrsvp. Nick recevesthesecredentialsyalidateshe microchecko make
surethathewill getpaid,andcon gurestherouterappropriatelylf thecheckis notgood,Nick will say
so,andrefuseto make theresenation. Nick will verify thathewill getpaid,andwill evaluatethe Offer
Credentialandthe microcheckusinga simplepolicy suchas:

Keynote-Version : 2

Local-Constants
NICK_KEY = "rsa-base64:7231 f..."
CGKEY = '"rsa-base64:MIGJ Ao.. ."

Authorizer: POLICY
Licensees: CGKEY && NICK_KEY
Conditions:

app domain == "BAND-X" -> "true";

This policy saysthat anything that Nick's key and the Check Guarantors key jointly authorizeis
allowed. Thus,Alice mustsubmita valid paymentanda valid Offer Credential. Sincethe bandwidth
was paid for, and a path can be found from pPoLICY to a user(Alice) that hasdelegatedto Nick's
key, which in turn hascreatedan open-acces®ffer Credential the operationis allowed. As a matter
of businessractice,Nick may requireperiodic paymentsfrom Alice in orderto keepthe bandwidth
resened. Alice mustknow thatandsendmicrochecksatthe appropriatantervals.

If additionalroutersneedto becon guredin Nick'sisp, the rst routerforwardsthe necessarynfor-
mationto thenext. Notethatit is notnecessaryor therouteritself to performthe signatureveri cations
and policy validations: it can simply refer theseoperationsto a Policy DecisionPoint (PDP), asis
ervisionedby theIntServarchitecture.

3.3.Security Analysis

Similar to previouswork on credential-basethicropayment$10, 24], our systemhasthreetypesof
communication:provisioning, reconciliation,andtransaction. Although delegationof credential§and
thusaccessightsto resened bandwidth)is possible we do not considerit in this paper We shall not
worry aboutary valuetransferdo banks astherealreadyexist systemgor handlingthose(thoseusedby
e-commercsaites,for example).All communicationbetweerBAND-X, 1SPs, anduserscanbeprotected
with existing protocolssuchasIPsecor TLS. This coversboth provisioning andreconciliation,which
occuroff-line from the actualbandwidthresenationanduse. Furthermorethe transactionshemseles
(establishinghe QoSpipes,or theright to useexisting pipes)canbe protectedhroughthe samemeans;
theonly requirements thatthe usercanauthenticatevith eachisp.

The con dentiality of the transmitteddataitself is not within the purviewv of our system,nor is it
a responsibilityof the 1sp; if the usersdo not trust the network with respectto datacon dentiality
or integrity, they shoulduseend-to-endsecurityprotocols,e.g., IPsecor TLS. We do not imposeary
limitationsthatwould precludethe useof theseprotocols.

The userneedsto ensurethatthe 1sps provide the promisedservice. This canbe easilyveri ed by
theuserusinga numberof existing protocolsandtools[28, 7]. Protectingagainstover-chaging ISPs is
alsostraightforvard: the detailsof eachtransactiorcanbeveri ed atary pointin time, by verifying the
credentialsandthe offer. Sinceonly the usercancreatemicrochecksa disputeclaim canbe resohed
by “running” thetransactioragain.Thus,the useris safeevenfrom a collusionbetweerary numberof



IsPs andthe BAND-X service.TheIsp mustensurethatthey arepaidfor the servicesoffered. Sinceit
hasacopy of all transactiongthe BAND-X credentialthe microcheckandthe offer), it canproveto the
BAND-X, or ary otherparty, thata transactiorwasin factperformed.

The CreditInstitutionalsoneeddo be paidfor the serviceoffered. Sinceit handleghe microchecks,
thesp hasto provide thetransactioriogsto it. The CreditInstitutioncanthenverify thatatransaction
wasdone,andat whatvalue. A collusionbetweenthe isp anda useris someavhat self-contradicting:
the users goalis to minimize cost,while the ISP's is to maximizerevenue,eachat the expenseof the
other The function of the Credit Institutionis to verify eachtransactionperhapssampling,for very
large numbersof transactions)debitthe 1sp andcreditthe user(presumablyjkeepingsomecommission
or smallfeein theprocess)if theisp doesnotgiveary credentiald¢o the CreditInstitution,thennowork
wasdoneasfar asthelatteris concernedandno paymentsaremade which bene tsthe user);claiming
moretransactionshanreally happeneds notin the bestinterestof the user(sono collaborationcould
be expectedin the direction),andthe 1sp cannot‘f abricate”transactions Sincevalueis not storedin
eitherthe 1sp or the user only areliablelog of thetransactionss neededat the 1sp (and,optionally, at
theuser).

4. Prototype

This sectiondescribeur prototypeimplementatiorandthe ervironmentwe usedto createa small-
scalenetwork to testour implementation. We describetwo experimentswe ran on our testbedand
provide measurementsidicatingthe performanceof our prototypein normalresenation situationsas
well asfault-recaery situations. We basedour prototypeon isI's implementatiorof the RSvVP proto-
col [2], becauseave did not wish to implementyet anotherresenation protocol. Neverthelessye are
con dentthatour concepandmechanisnwill work with otherresenationprotocolsaswell.

4.1.RSVP

TheResourcdreserationProtocol(RsVP) is thequality of servicesignalingprotocolwe have chosen
to supportthe testimplementatiorof the BAND-X architecture.RSVP is a recever orientedsignaling
protocolthatallowsreceversto requesQoSresenationsalonganetwork pathto any numberof senders.
The RsvP protocolbegins with the sendergieneratingPATH messagethattravel throughthe network
downstreanto the recevers. PATH messagesicludeinformationregardingthe kind of trafc thatthe
senderwill generateanddetailsaboutthe routersalongthe resenation path. Receversthengenerate
RESV messagethatare sentupstreanto the senderspecifyingthe QoSthey wish to resene on each
routeralongtheway.

RSVP messagesare composedf objectsthat specify importantparameterdor the reseration ex-
change.Two of theseobjects RSVP's FLOWSPEC andPOLICY _DATA, arerelevantto ourimplementation
discussionA FLOWSPEC containsgherequeste@oSparameterandthe POLICY _DATA objectcontains
informationregardingauthorizationpoliciesfor the request. Theseobjectsare both checled beforea
resenationis madeto ensurghattherequests possible RSV P usesheFLOWSPEC in admissiorcontrol
to checkwhethertherouteractuallysupportsandhasadequateesource$or thedesiredQoS.Addition-
ally, policy controlcheckswhethertheresenationis authorizedusingtheinformationcontainedwithin
the POLICY _DATA objectandmostlikely, alocal policy. Both objectsweredesignedo be completely
opaqueto the RSVP speci cation. Thatis, RSVP wasnot designedor a speci ¢ QoSor policy model



sothatit could be extendedeasilyfor future QoS andpolicy control services.RFC 2210speci esan
implementatiorof IETF IntegratedServiceswith RsvP whichis probablythe mostcommonform of the
FLOWSPEC in currentimplementationsOur testimplementatiorusesthe POLICY _DATA objectto con-
vey policy informationfor the BAND-X architecture.RFC 2750describeghe POLICY _DATA objectas

beingcomposeaf ary numberof policy elementsTheinformationwithin theseelementss application
de ned andis notdictatedby RSVP.

4.2.Implementation

The testimplementatiorwe have developedis a modi ed releaseof 1sI's RSVP distribution (release
4.2a4)[2]. In additionto the BAND-X speci ¢ code,developmentincludedsigni cant changedo the
RSVP daemonandtestapplicationsto provide supportfor protocolfeaturesthat were not yet imple-
mented. The developmentprocessncluded: (a) the designof a BAND-X Policy Elementcontaining
information usedfor QoS authorization,(b) addingsupportto the 1sI codefor the passingof these
policy objectsduring the resenation exchange,and (c) BAND-X speci ¢ logic to processhe newly
supportedolicy dataandmake securitydecisionsaccordingly

Figure 7. RTAP placescredentialsinto a BAND-X Policy Element, packagesit into a RAPI Policy Struc-
tur e,and makesa resewation requestvia the Ari. The RAPI Policy Structur e is then sentto the daemon
within an ApI resewation request. Finally, the Daemonputs the BAND-X Policy Elementinto a PoL-
ICY _DATA object and addsit to the outgoing RSVP RESV packet.



4.2.1 BAND-X Policy Element

All informationneededor policy decisionswithin the BAND-X architecturas encapsulatethto a pol-
icy element.This structures packagedn aPOLICY _DATA objectandpassedilongtheresenrationroute
within the RESV messageOur BAND-X policy elementis actuallyvery simple. It containsary num-
ber of KeyNote credentialghatare usedto specifypolicy informationandrequirementdor all parties
concernedwith the resenation. Eachcredentialis storedsimply asAscil dataanda corresponding
unsignednteger specifyingits length. A setof thesecredentialstructuresare placedin sequencend
anotherunsignednteger speci eshow mary thereare. The unsignednteger valuesare encodednto
a portablerepresentatiotfwe useSun's XDR format, RFC 1014)becausarsvPp itself cannotknow the
detailsof the objectandthereforet cannotensurecorrectbyte ordering. The Ascli datais notencoded
or compresseth ary way.

4.2.2 Adding Policy Control Support to I1SI'SRSVP

The sl RsSVP distribution, aswell asmary otherimplementationslack supportfor the policy control
mechanismspeci edin RFC 2205andRFC 2750. Providing the bareminimum of thesefeatureswas
neededo allow thetransporiof our BAND-X policy elementsalongtheresenation path. While the s
codedid provide declarationgor the key policy control datastructuresywe still hadto addcodeto all
of the major component®f the system.Figure 7 representsn overvien of thesemodi cationsin the
contet of 1sI's RSV P distribution.

The rst suchcomponentwasthe RsvP Test Application (RTAP). RTAP is an applicationthat in-
terfaceswith the RsvP daemonprocessandis usedto control a resenation session.RTAP providesa
setof commanddor creatingandclosingsessionssendingPATH messagedownstreamandof course
sendingrRESV message$o signala QoSrequest.In orderto passour policy objectsinto the daemon
processve neededo rst provide RTAP commandgo specifythis. By addinganextra argumentto the
RTAP resenationcommandve wereableto specifyadirectoryto theapplicationthatholdsa setof les
containingall necessarylatafor the desiredBAND-X policy element.Speci cally, these les arejust
Ascll KeyNote credentials.Our modi ed RTAP applicationexaminesthis directoryandcomposeshe
appropriateBAND-X policy element.This structureis thenxDR encodedandplacedinsideaninterme-
diateobjectde ned by theRSVP API (RAPI). A pointerto this intermediaterAPI policy objectis then
passedisanargumentto RAPI.

Theonly signi cant changemadeto RAPI wasinsidethecodefor therapi _reserve()  call. Theisl
implementatiorof this routinewould simply assumehatthe RAPI policy objectit recevedvia algument
wasNULL. Wemodi ed thisbehaior to addthepolicy objectto thereserationrequessentto thersvp
daemon.A simpleroutine copiesthe RAPI policy objectinto the resenation requeststructureusinga
memcpy. Theresenationrequesstructures thensentoveranipc socletto thedaemorprocess.

The daemonprocesds waiting on the otherend of this soclet for any APl requestsmadethrough
RAPI. Uponreceving aresenationrequestthe daemorhasa structurethatcontainsa copy of theRAPI
policy object.Within this objectis ourown BAND-X policy elementonstructeearlierwithin RTAP. At
this pointtheresenationrequests translatedrom anAprI requesto astandardRsvp RESV paclet. The
daemortreatsthis newly createdpaclet asif it hasarrived from anotherrouter exceptfor the factthat
it is in hostbyte order We translatethe RAPI policy objectinto the standardizedksvpP POLICY _DATA
objectthatis a part of the RESV messageThis requiresyet anothemrmemcpy of the opaqueBAND-X
policy elementto the POLICY_DATA structure. After this copy the POLICY _DATA objectis inside an



RESV pacletthatcanbesentto the next routerin the path.

The nal majormodi cation involved changinghow RESV paclets(receved eitherfrom arouteror
from anAPI requestiareprocessedlo addsupportfor policy controlwe rst checkto seeif the paclet
containsary POLICY _DATA objects.If so,we passtheseobjectsto a newly createdpolicy controlmod-
ule. Thepolicy controlmodulethatwe have implementeds very limited asit only currentlysupports
our BAND-X policy elementsthoughit could be modi ed to supportotherswith minimal effort. The
policy control moduleusesa valuewithin the POLICY _DATA object's headercalledthe P-Type to de-
terminewhatkind of policy elementis inside. Every type of opaquepolicy elementis givena unique
P-Typevaluesothatrsvpr will be ableto passit to a separatenoduleof codethatknows how to deal
with thatelementpeci cally. Whenthe P-Typespeci esa BAND-X elementhe policy controlmodule
passedt to theappropriateBAND-X processingoutine. Theentireprocessboththe BAND-X process-
ing andpolicy control,returneithera "yes' or ‘'no' responseBasedon this response¢he daemoreither
goeson with theresenationprocessor generates policy resenationerrormessageThis error (or ary
resenationerror),in turn, maytriggerthe cancellatiorof recentlymaderesenationsandthe acquisition
of fresh credentialgperhapshrougha differentsetof ISPs). It is importantto note that this policy
control checkhappengeforethe admissioncontrol check. Thatis, we checkif the useris allowedto
make the resenation within the BAND-X systembeforethe checkfor whetherthe routereven hasthe
resourcegor the resenation. If therearemultiple POLICY _DATA objectswithin the RESV messageave
keepcheckingthemuntil eitherthey all passor onefails.

4.2.3 BAND-X Processingand DecisionMaking

Whenthe BAND-X logic is invoked by policy controlit hasonegoalto accomplish;usingthe policy
informationgiven, make a "yes' or ‘'no' decisionasto whetherthe customeiis authorizedo make this
resenation. Fortunately the useof KeyNote credentialdo specifyBAND-X policy makesthis process
very simple. First, we needto decodethe BAND-X policy objectfrom its XDR representationo the
host's. Secondwe needto initialize the KeyNote trustmanagemeng¢ngineandpassit the appropriate
credentialsauthorizey and action attribute set. The rst credentialthatis givento the engineis not
actually part of the BAND-X object, it is the Local Policy that residessomeavhereon the lesystem.
This Local Policy is atthe highestlevel of trustandauthorizegntitiessuchasthe 1 sp andvariouscredit
institutions. Additionally, the public key of our “stub” actionauthorizeris storedlocally andmustbe
addedto KeyNote's list of authorizers.Therole of this key is explainedin detail within the discussion
of credentialsusedin the BAND-X system. We thenaddall of the credentialscontainedwithin the
BAND-X policy elemento the KeyNoteengine.

The nal stepis to submitall the appropriatevaluesasanactionattribute setto KeyNote. To ensure
thattheresenationis for the appropriateQoS,all parametersvithin the FLOWSPEC for theresenation
aresubmittedaswell. Because&keyNote only supportsstringsfor its actionattributeswe mustcornvert
the oating point and integer valuesof the Intserv o wspecto string representations.This is done
simply by usinganappropriatecall to sprintf . Thecodeis capableof handlingbothguaranteeénd
controlledload QoSrequestsOncethe actionattribute setis completewe issuea queryto the KeyNote
engineandit providesuswith the 'yes' or 'no' answerto whetherthe resenationis authorized.This
answelis returnedo policy controlandthento the RsvP resenationcode.



4.2.4 Limitations

A seriousconsideratiorduring the designandimplementatiornof the prototypewasto keepit simple
by concentratingpnly on BAND-X-relatedaspectsThus,while theimplementatiorwe have developed,
worksadequatelyor ourtestingneedsijt doeshave severalimportantlimitations.

Our prototypeintentionally avoids implementingthe full RSvP policy control capability asde-
scribedin RFC 2205 and RFC 2750. Rathey it concentrate®n the exchangeof the required
BAND-X policy informationto eachrouteralongthe resenation path. Featuressuchas POL-
ICY_DATA options,which areunrelatedo BAND-X operationwerenotimplemented.

Policy controlfor multicastresenationswasnot consideredasit is outsidethe scopeof our pro-
totype. We expectthat multicastwill play animportantrole in ensuringef cient useof network
resourcedf/when the Internetbecomesa signi cant real-timedigital contentdelivery system.
Multicastwould make pricing muchmorevariable,sincethe costof a resenationin a particular
link is amortizedover the numberof customersubscribingto thatresenation. This introduces
severalchallengeswhich we leave for futurework.

Policy controlis only implementedor RESV messagesincethe BAND-X architecturedoesnot
needpolicy informationwithin ary othertype of RsvP messages.

Error messagegeneratedby policy controlfailuresdo not explain how the policy actuallyfailed.

Normally, resenationerrormessagearesupposedo containinformationsayingspeci cally how

thepolicy failed. UnfortunatelyKeyNotedoesnotalwaysreportwhy anactionwasnotauthorized
by the policy, sothetransmissiorof detailedfailure messageis not alwayspossible.

Although our systemcanhandlelink failureswithin the sameisp (aswe shov experimentallyin
Sectiond.4),failuresin thelinks between sps requirethe custometto take actionto createa nev
path. Dependingon the detailsof the ServiceLevel Agreemen{SLA) thataccompaniethe path
reseration,oneor both1sp mayinsteadassumeherisk of link failureandcreatea new pathon
behalfof (andperhapsinbeknaevnstto) the customerusingtheir own credential{andbudget)to
paythecost.

4.3.Experiments

4.3.1 Testbed

Our experimentsassumehetypical situationwheretwo userswish to establisha pathover a numberof
distinctbut interconnectedetworks. The BAND-X systemwill thenhave to negotiatea pathoverthese
networksthuscreatingthelink betweerthetwo users.

We usedour network testbedNEST) which providesthe infrastructurefor researchn variousareas
relatedto networking andnetwork security The NEST equipmentcenterson a clusterof 12 machines
connectednto anadaptablenetwork topology The machinescanaccommodat@ariouscon gurations
sothateachmachinecansene asanetwork endpointor anactive network elemente.g., router re wall,
etc.). The exibility of this network providesthe enablinginfrastructurefor researchin a numberof
areaswithin the overallframavork of network securityandeducationabpportunitiedor undergraduate
andgraduatestudents.



TheNetwork SecurityTestbedcansimulateaccuratelywariousnetwork topologiesandcon gurations.
All thecomputerdhave multiple network interfacessothatthey canassumeherole of routers bridges,
re walls, or othernetwork elementsTheinterconnectiorof all the computerss handledoy a high-end
Ethernetswitch that functionsas a virtual plug-board. By changingthe con guration of the switch,
we cansimulatedifferentnetwork topologieswithout any actualre-wiring. For example,considerthe
network topology shavn on the left side of Figure8. We cansimulatethis topologythrougha setof
EthernetbroadcastiomaingVLAN con gurations),asshovn ontheright sidediagramof Figure8.

Blue VLAN
Red VLAN Brown VLAN

ofcs RopNelotota

Black VLAN

Figure 8. Arbitrary topologies(left) can be representedby con guring VLANS on the Ethernet switch
(right).

Somenodescanalsobe usedto imposerestrictionson the bandwidthassociateavith pathsthatgo

throughthem, thus making the simulatedernvironmentmore realistic. We achieve this by using the
dummynetervironment[33].
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Figure 9. Network usedfor the BAND-X tests.

Figure9, shavs the topologyof the network usedto carry out the experimentsdiscussedbelon. The
network consistsof threeend-nodegnodesl, 2 and7), four nodesactingasrouters(nodess, 4, 5, and



6). Therearealsotwo dummynetnodesthat may be usedto createdisruptionsin the data ow. The
dummynemnodesarecon guredasswitchesthusthey do notrequirelP addressesndthey do nottake
partin the RsvP negotiation.

The testlayoutallows two pathsto be createdoetweerthe two endpointsthusproviding the ability
to testtheresponsef the systemo network disruptions.The shadedareasle ne differentlP networks,
connectedy hostsactingasrouters.Eachnodeis asingleDell PoverEdgel550with anintel Pentium
[l (927.11-MHz686-clas€CPU)and256MB RAM.

4.3.2 Normal Resewation Scenario

In this experimentwe measurdhe time takento createa new pathover the network. Theintentis to
qguantify the overheadthat we have addedto 1sI's RsvP implementation. We decidedto take timing
measuremenisn a singlenodealongtheresenationpath. Sincethe BAND-X processingn thecurrent
implementationis practicallyidenticalfor all hopsalongthe path,recordingthe computingtime at one
shouldgive anaccuratepictureof the compleity pernodein a BAND-X enabledrsvp path. We have
measuredhe time it takesfrom whena RSVP RESV paclet is receved by the daemonuntil thetime it
is forwardedto the next hop. This “in-and-outtime” is a sufcient measurebecauset includesboth
BAND-X processinggndmemorycopying time.

Figure 10 representswo setsof data. Both setsarethe RESvV paclet in-and-outtimesasdescribed
before. Oneis the time taken with BAND-X processingenabled. Thatis, theseare measurementsf
the completeworking BAND-X prototypeimplementationand all the decisionmaking codethat this
involves.Theothersetof timesis of a systemthatskipsary of the policy decisionghataremadein the
BAND-X system.We show timings for differentRSvP RESV messagesontainingincreasingnumbers
of credentials. The rst messagas 2612 bytesand containsexactly 3 credentials. This accurately
re ects the approximateminimum messageizefor ary BAND-X enabledresenationin the currently
implementeasystem.This, however, dependsighly on particularssuchasthe cryptographidey length
chosenFor thistestwe usedRSA with 512-bitkeys encodednto base64 scii text. Eachadditionalset
of measurementsddsa singlecredentiako the policy object. This credentials essentiallya directcopy
of the BAND-X offer credential. The credentialitself if 936 bytes,andthusthe paclet sizeincreases
uniformly linearly.

Numberof | Packet Size(bytes)| MeanTime 95%CI MeanTime 95%CI Mean
Credentials| With BAND-X (usec)| Without BAND-X (usec)| Difference(usec)
3 2612 4243.69 26.42 2015.14 15.32 2228.55
4 3548 4908.68 21.24 2039.33 15.52 2869.35
5 4484 5589.59 22.69 2060.68 11.90 3528.91
6 5420 6248.29 26.31 2097.92 40.33 4150.37
7 6356 6897.98 23.21 2099.61 21.07 4798.37

The overheadthe BAND-X codeaddsto the reseration processcan be gleanedby examiningthe

averagedifferencebetweenthe times for eachsize. As paclet size increasesthereappeardo be a
slight growth in the computingtime of 1SI's RsvP daemonthat doesnot includethe nal BAND-X

processingnddecisionmakingcode.This growth appearso befairly negligible whencomparedo that
of the BAND-X enableddaemon.This overheadcanbe attributedto a numberof thingsthataredone
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Figure 10. Timeselapsedbetweenreceving and forwarding of RsvP RESV packets. The X-Axis shows
the number of credentialswithin messagesAll measuementstakenat a singlenodealongthe reseva-
tion path. One hundredsampleswere takenfor eachcredential set.In addition, alinear t is depicted.
The machinewasa Dell PowerEdge 1550with an Intel Pentium Il (927.11-MHz686-classCPU) and
256MB RAM.

within the BAND-X processingoutines.The setupandquerythatis performedwith the KeyNote Trust
ManagemenEngineaccountgor mostof the overhead.This involvesgoing througheachcredential,
addingit to theKeyNotesessionandtheninvokingtheKeyNotequeryitself. Theapparentineargrowth

asa function of the paclet size,or moreaccuratelythe numberof credentialsvithin the RsvP paclet,

is aresultof thelinearcompleity of the KeyNote queryandthesememorycopies.

The dataalso shows that theredoesnot seemto be a greatdeal of costfor larger RESV pacletsin
the nonBAND-X relatedcodeof 1sI's RSVP daemon. This allows us to concentratespeci cally on
the BAND-X decisionandprocessingodethatis calledat the momentof resenation. Optimizations
shouldtargetthis portion of the codeasit is the obvious bottleneck.One obvious optimizationwould
be to develop a slightly more sophisticategolicy objectthatidenti ed which setsof credentialsvere
applicableto particulardomains.Currently we just addevery credentialthatis in the policy objectto
thekeynotesessiorandlet keynotesortout which onesareapplicableto the decision.Resultsfrom the
experimentshow thatthis approachs costly. A betterapproachwould be to packthe credentialswith
informationthat indicatedwhat domainthey werefor. With thatapproachwe would expectto seea



Sign Verify Sig/sec| Ver/sec
0.0037sec| 0.0002sec| 270 5055

Table 1. Signing and veri cation timesfor 1024-bitRSA keys.

constantprocessingcostequivalentto the 3 credentialrange. This type of simple optimizationwould
greatlyimprove the computationascalabilityof the system.

It is importantto note that the above analysisdoesnot provide any consideratiorfor impactthat
theincreasedRsvpP RESV paclet sizehason network transmissiorateng. With anincreasan paclet
size by a roughfactorof at least20, this shouldperhapsbe taken into account. Compressiorof the
credentialould mitigatethis overhead.In addition,credentialscanbe droppedfrom the policy object
asit is forwardedthrougha new domain. This particularoptimizationtheoreticallywould allow the
RSVPmessagé¢o shrinkasit goesthroughthe path.

Despitethe signi cant increasdn processindateng, we believe thatthis overheads acceptablen
mostof the scenariosvhereBAND-X would be used,sincethe setupcostwould be amortizedover a
long-lived session.The primary reasorfor minimizing this overheads to allow for quick pathrecon-
structionwhena failure occurs.We believe thatthe optimizationswe identi ed above arepromisingin
minimizing (but not altogetheeliminating)overheads.

To provide a morecompleteoverheadanalysis,we measuredhe numberof public key veri cations
we canperform,whichindicateshow mary credentials/paymentbeback-endsystemgpaymeninfras-
tructure)canvalidateperunit time. We useda 3 GHz Pentium4processomachinerunningLinux with
theOpenSSLV 0.9.7clibrary for themeasurement#\s shavn in Tablel, asinglesuchsystemcanval-
idateover 5,000credentialgper second Assuminga scenariovhereresenationsutilize 20 links within
asinglelSR thatISP's back-endsystenwould be ableto proces250suchresenationspersecondlf a
higherloadis expected,t is relatively straightforvardto usehardware cryptographicaccelerator$26]
or addmoreback-endorocessingystems.

4.4.Recovery from Route Failure

In this experimentwe investigatethe responsef the systemin the eventof a changen the routing
path. Suchchangesnay be dueto externalfactors(e.g., link failure) thataffect an alreadyestablished
resenation. This experimentusesthe BAND-X systemto resene a pathover our testbechetwork with
a redundantoute. We thensimulatea route failure over the resened path and examineRsVvP's and
BAND-X's ability to recover, re-propagateand establisha new resenation alongthe alternatve path.
Finally, we provide someroughtimingsto give anideaof theserviceinterruptionghatmight occurwith
suchascenario.

4.4.1 Procedure

Thetestbeginswith the BAND-X enabledrsvp daemorbeingrunon all nodesn the network with the
exceptionNode2, whoserole will beexplainedlater Thedummynebridgesareunusedn theexercise,
RSVP is notrunningonthemandno resenationsaremadeon their interfaces.Node1 is designatedhe
RSVP recever andNode7 the sender The procesdeginswith Node 7 sendinga RSVP PATH message



addressedo the recever of the RSvP sessionNode 1. This PATH messaggropagateshroughthe
network on thelower pathdesignatedvith a bold line in thediagrambelow.

Destination

192.168.6.0/24
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Source

192.168.1.0/24
BLUE

Figure 11. Initial path from Node7 to Nodel.

This PATH messagés forwardedthroughthe network alongthe highlightedpathbaseduponthe ker-
nelroutingtables,not by ary interventionfrom RsvP or BAND-X. The PATH messageloesnot contain
ary BAND-X relatedinformationandis completelyunchangedrom how theoriginal IsI's RSvP imple-
mentatiorgeneratef. Whenthe PATH messagés recevedby Nodel it examinest andissuesanRSvVP
RESV messageetailingthedesiredQoSandthenecessargredentialdundledwithin aBAND-X Policy
Object. ThisrResv messages sentspeci cally to thenext hop(Node3) in therecentlyestablishedeser
vationpath. The BAND-X enabledrsvpP daemoron Node 3 examinesthe RESV messagegxtractsthe
policy informationfrom the messageandrunsthe BAND-X processinganddecisionmakingroutines.
We will shortlydetailtheexactcredentialsisedin this experimentbut for the sake of discussiorassume
thatthis checkis madeandthe policy allows the resenation. Thenthe QoS parametersvill be seton
Node3 andit will forwardthe RESVv messagéeo the next hop (Node5) in the path. This processwill
continueuntil theRESV messageeacheshesendelandall BAND-X checksandresenationshave been
made.Oncethis processs completethereseredpathis readyto beused.However, in orderto keepthe
resenationsintact, RsvP mustsendperiodicPATH andRESV refreshmessageslf thesemessageare
notrecevedby anodein the path,its resenation statewill timeoutandthe QoSsettingswill bereset.

After thisresenationpathhasbeenestablishe@routefailureis simulatedby asimplemanualkchange
to theroutingtableson Node's 3 and6. The alternatve routeis enterednto their tablesandthe PATH
andRresv refreshmessagebegin propagatinghroughthe alternatve route.

Node4 will ignoreary RESV refreshmessagesntil it recevesaPATH messageWhenit doesreceve
a PATH refresh,the PATH stateis createdandthenuponreceving the next RESV messagét makesa
BAND-X policy checkandif it passe®nthe new routetheresenationis made.Theresenation made
on Node5 will timeouteventuallybecauset will nolongerreceve refreshmessagesrheresenations
madeon interfacesof Node3 andNode6 for the rst pathwill be switchedto the new pathandservice
is restored.
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Figure 12. After afailur ein the lower branch, a new path is createdvia the upper branch.

4.4.2 CredentialsUsed

Thecredentialsisedfor this experimentshow afairly straightfornarduseof the BAND-X system.Each
nodehasa policy credentiabf theform:

Keynote-Version : 2

Local-Constants :
ISP _KEY = "rsa-base64:MEg CQ@QGCH. .. "
GCKEY = "rsa-base64:ME gCQAAE=.. ."

Authorizer: "POLICY"

Licensees: CGKEY && ISP KEY

Comment: This is the local policy for making bandex reservations.
Conditions: app domain == "Band-X" -> "true"

Signature: "sig-rsa-shal- base64: ab1XXA.. "

The resenationrequestis madewith four credentials.They consistof a creditinstitution credential
signedby the bank,a checkcredentiakignedby Alice, andtwo offer credentialsssuedfrom the same
IsP. The bankandcheckcredentialsarevirtually identicalto the exampleprovided earlier However,
the offer credentialdiffer from the onespresentedn the earlierexample. Most notably therearetwo,
onefor eachpathin the network.



Keynote-Version : 2

Authorizer: ISP _KEY

Licensees: ROUTEIKEY

Local-Constants
ROUTEIKEY = "rsa-base64:ME gCQQ0 5. .. "
ISP _KEY = "rsa-base64:MEg CQQC/HQ. ."

Conditions: app domain == "Band-X" && currency == "USD" &&
link _name == "Dublin-NYC" && &amount >= 3.00 &&
date < "20060924" &&
flowspec _service _type == "CL" &&
flowspec _bucket rate == "1.000000" &&
flowspec _bucket size == "1.000000" &&
flowspec _min_unit == "1" &&
flowspec _max_packet == "1" -> "true";
Signature: "sig-rsa-shal- base64: enN+vj+ 6. .. "

This offer hasthe Bandwidthspeci ed asan Intserv 0 wspecspecifyingthe QoS parameters.The
numbersaresimplyall 1'sfor sale of simplicity. Notethatthis credentials signedby ROUTEL1_KEY. Al-
ternatvely, theotheroffer credentials identicalexceptit is signedby adifferentroutekey (ROUTE2_KEY).
ROUTEL_KEY is storedoneverynodein the rst pathandis usedastheactionauthorizerfor theKeyNote
guerywhenBAND-X performsits policy check.Node4 ontheotherpathstoresacopy of ROUTE2 KEY
locally andusesthat asits actionauthorizenn the query Thus,whenthe route switchesthe chainof
authorizatiorgoesthroughthe offer credentiakignedoy ROUTE2_KEY.

4.4.3 Results

Theexercisewasexecutedor tentrials to testwhetherour architecturecould handlethis type of service
disruptiongracefully In all tentrials the alternatve route wasestablisheduccessfullyuponfailure of
theoriginal routeandall BAND-X policy decisionsvereexecutedo ensurepolicy compliance.To geta
roughideaof thelengthof servicedisruptionsucha scenariacould causeve decidedo introduceNode
2 asan externalmonitoringnode. Node 2 would begin queryingNode4's PATH andRESV statewhen
the routing tableswerechangedn Nodes3 and6. This monitoringallowed usto time approximately
how longit took the pathandresenationsto bereestablished.

Trial Number| PATH Time (S) | RESV Time (S)
1 24 28
2 16 38
3 36 38
4 34 50
5 28 54
6 32 66
7 6 18
8 4 24
9 16 35
10 42 68




The table above shows the timesmeasuredor eachof thetentrials. The PATH time representshe
time in secondst took for the RsvP daemoron Node4 to reestabliska pathstateby receving a PATH
refreshmessage Similarly, the RESV time representshe time in secondst took to receve the RESV
refreshmessageperformthe BAND-X policy check,andmake the resenation. It is importantto note
thatthesenumberswere gatheredoy queryingthe nodeover the testnetwork from the monitor node.
This wasdoneevery 2 secondsn orderto limit the amountof network andprocessingexpense.Thus
thesenumbersareat bestoff by plusor minus2 secondsAdditionally, therewasthe obviousoverhead
neededo performthe query Thesemeasurementseretakensimply to give aroughideaon theorder
of magnitudehatwe weredealingwith in termsof servicedisruptiontime. Thatbeingsaid,we cansee
that the time seemdo rangefrom roughly 20 seconddo over a minute. This wide variability canbe
attributedto whenexactly the routefailure occurs. If it occursat an opportunemomentright beforea
PATH refreshmessagés to be sentoutthenthetime will berelatively short. Alternatively, it couldhave
just misseda messagandbe stuckwaiting for it.

We canseefrom the datathatwithin the currentimplementatiorof the BAND-X systemusingisl's
RSVP implementation that servicedisruptionwill be considerablen the caseof route failure. It is
obviousthatadisruptionof overaminutein somecasesouldbeunacceptabléor areal-timeapplication
requiringQoSsupport.This is completelya function of RsvP andits useof soft stateresenationsand
not a limitation on the BAND-X architectureitself. In fact, if we decreasehe time betweenrsvpP
refreshmessagethenwe could drasticallyreducethe time in which the routefailure is detectedand
recoveredfrom. Though,the correspondingncreasedoad on the network from the now muchlarger
RESV messagesouldbe prohibitive.

5. RelatedWork
5.1.Grid Computing

In Grid Computing efforts arealreadyundervay to make the network a schedulableesourcejust as
computeanddataresourcesire. The Grid High-Performancé&letworking (GHPN)[35] researclgroup,
part of the Global Grid Forum (GGF), hasbeenformed to addresdssuesof Grid supportin optical
networks. Thiswork recognizesheneedfor usercontrolleddynamicprovisioningof network resources,
in which saidresourcesre ownedby users. Suchwork will be vital in allowing Grid applicationsto
utilize modernopticalnetworks.[1, 15, 3, 4, 5]

Work sponsoredy Canarielnc. hasleadto the developmentof UserControlledLightPath (UCLP)
[22], designedo allow end-usergo createend-to-endight paths(optical links thatallow unstructured
accesgo the ber infrastructurey combiningindividual segmentsvery muchaswe describedn the
introduction.Thecurrentsystemshowever, aretargetedtowardstheacademicommunityandhenceas-
sumethatend-userfiave therequiredexpertiseandhave non-competitre usagestratgies. Speci cally
underthe“User ControlledLight Paths”framenork [22], (a) end-userfiave to beknown by the system
in advance,(b) policy enforcements not addressedc) thereis no purchasingf bandwidth,sincethe
network is considerech commonresource.ln a commercialervironment,a similar systemmustdeal
with billing (i.e., how the resened bandwidthcan be paid by the user)and must supportbandwidth
resenationin a scalableandsecuremanner

Motivatedby Canarie$ signalingapproachetherg37, 21] havetriedto provide autonomouslomains
theability to enforcetheir own managemerolicies. Thiswork, similarto BAND-X triesto bridgethe



gap betweenindependentlynanagedetwork domainsandtheir policies. An approachpresentedn
[37] foregoesthe lightpathrepositoryof UCLP andinsteadqueriesdomainsfor their bestappropriate
andavailablelightpathsegments. This realtimelightpathsearchallows autonomouslomainsto check
localmanagememolicy atthetime of theresenationrequestin BAND-X, ary suchmanagemerpol-
icy would beapartof theoffer credentiathatwould be presentedo thedomains Policy DecisionPoint
(PDP).A similar approachs presentedn [21] thatusesdedicatedAAA (authenticationauthorization
andaccountinglagentswithin domainsto performpolicy checksandprovide anauthorizatiortokento
be presentedat resenationtime. BAND-X possessesomeadvantagego both of thesearchitectures
whenconsideringhe centralizechatureof their approachesThe presencef a singlecentralized'Pol-
icySener” or “AAA agent’for eachdomainwould provide for singlepoint of failure. Sucha problem
couldoccurfrom directfailure or throughthe PDPbecomingsolateddueto partitioningof the network
asaresultof congestionfailure, or attacks. Theseissuescould someavhat be alleviatedby emplgying
multiple PDP's keptin syncvia replicateddatabasesHowever, thesetechniquesvould introducetheir
own scalabilityissuesfor large domains.BAND-X doesnot suffer from suchcentralizationproblems,
at leastin the resenation phase becausehe policy decisionis madeon-siteat eachrelevant network
element.This providesgreaterinsurancehat customersvho posses copiesof Band-X offerswill not
encounteresenationsfailuresdue to network failure of non-rele'ant nodes. That being said, issues
of revocationarenot handledin BAND-X asthey aremuchmoredif cult without a centralizedpolicy
databaseHowever, we feel the costsof sucha limitation in abandwidthmarketwill benggligible in the
faceof gainsmadefrom sellingunusedesources.

Theproblemof jointly enforcinga Virtual Organizations (VO) policy andaresources policy hasbeen
addressedh theliterature.[31, 30]. Wherea VO's policy delegatesvhata user asamembetrof theVO,
cando with a Grid resource.A local resources policy limits the userevenfurtherto actionsallowed
by theresources owner. Theoreticallyresenationscouldbe madeonroutersthatprovide network QoS
asa schedulablesrid resourceto membersof a VO. The Community AuthorizationService[31, 30|
is similar to BAND-X in its useof "signedassertions”Jike Keynote,to provide on-siteevaluationof
policy attheresourcelUsersacces& CAS which providesthemwith asignedassertiorcontainingtheir
identity andprovidedprivilegesasa memberof theVVO. Thisassertions thenpresentedo theresource.
Theresourcereri es the conditionsof the assertioron behalfof the VO andadditionallyensuresione
of its own local policiesare beingviolated. While this systemusesa similar approachto BAND-X it
was not designedto supporta market for QoS resenations. BAND-X usesKeynoteto achieve joint
authenticatiometweerthelSPanda creditinstitutionthatvouchedor the customers payment.it might
be possibleto develop extensiongto the CAS to allow usersto provide paymentandcreditcredentials
to the serviceaspart of the authentication.In this systemit would be the ISP or a collectionof ISP's
andtheir customersvould bein therole of a VO. Theauthorsdo not discusssuchan extensionto their
schemeasit wasnt agoalbut it seemgossiblebasedon their descriptions Anothersystemsimilar to
CAS is VOMS [6]. VOMS providessignedassertionghat containgroup membershipassociation®f
theuser It is up to the resourceto enforceary VO policy usinginformationcontainedn the VOMS
assertion.[31] notesthat suchand approachis lesscentralizedthan CAS andwill leadto dif culty
supportingdynamicVO policies.



5.2.Billing

Internettelephory (or voice over IP) is widely consideredo be the “killer” applicationthat will
convince usersthatthey needQoS (andthe higherpricesthis implies). This is underlinedby the fact
thatthe literatureconcentratesn QoSfor VoIP applications.Systemssuchasosp [17] provide a way
for large organizationdo settlepaymentselatedto VolIP call clearing. Although osp is very closeto
BAND-X, it doesnotinvolve the end-userbut insteadconcentratesn the 1sps. For exampleosp only
exchange<Call Detail Recordsthe 1sps areresponsibldor handlingcustomemilling andpayment.in
otherwordsthe modelis that of the traditional TELCcO wherebypaymentis handledeithervia prepaid
cards,or monthlytelephonebills. BAND-X is not boundto a particularsignalingmechanisn{suchas
H.323)andprovidesfar greater e xibility in that usersthat have no prior relationshipwith an1sp can
usetheresenation protocolandpayfor their bandwidth. Although mary papershave beenwritten on
market-basedouting(e.qg., [18], [27], [32], [34], [19]) theseareconcernedvith theuseof market-based
techniquesn routers,ignoring the problemsof accountingbilling andpayment.BAND-X canuseary
routerthatsupportsaresenationprotocol(andthe BAND-X extensions).

5.3.Secule QoS Resewrations

A secureresenation protocolis requiredto provide a numberof assurancescluding (a) thatonly
authorizeduserscan make resenations, (b) that a resenation madeby a usercan be tracedback to
thatuser and(c) that userscannotmake reserationsover their allocatedquota. Theseareto protect
againststanation or, perhapsvenworse,denialof servicethatcanoccurwhenmultiple unauthorized
requestsesultin theallocationof all availablebandwidththuspreventinglegitimateuserdrom reserving
bandwidth. The abore considerationsmply someauthenticatiormechanismand the useof integrity
checksonthetransmitteddata.osp runsover TLS whichencryptgheexchangedlata.X.509certi cates
areusedto authenticatdoth endsof a transaction.However, this securecommunications usedonly
for the dataexchangebetweenthe 1sp nodesrunning osp. Customeridenti cation is still handled
via a separatesystemthatis operatedoy the 1sps andusuallyinvolvessomekind of PIN or passverd
authenticationIn [16] the actualchaging is deleggatedto a “payment-agentthatis assumedo runon
the samemachineasthe user However, no detailsare provided on how the “payment-agenteffects
payment.

All the systemsawve have looked at assumehatthe usertrustssomeprovider who determineghe cost
of the connection.No systemtriesto empaver the userby providing choice. BAND-X allows the user
to selectthe best(asde ned by the user)providersto handlethe connectiorandmakessurethatat the
endof thedayeverybodygetspaid. This approacthis far superiorto the piecemeabpproachefoundin
theliterature.

5.4.Scalability

Eachresenation carrieswith it someoverhead.This includesboth protocoloverheadput alsostate
thatmustbe maintainedy routersfor eachresenation. As the numberof resenationsincreasesodoes
theoverheadUnlessthereis somekind of aggreationof requestshisoverheadvill ultimatelyde ne an
upperboundonthenumberof resenationsthatcanbeaccommodatelly theexistinginfrastructure The
complity of someof the proposedsystemge.g., [25], and[16]) andthe small scaleof their test-beds
(e.g., 200 nodesin [23]) castsgrave doubtson their ability to scaleto millions of usersandthousands



of network elements.Varioustechnigueghat attemptto improve scalability throughaggreationare
vulnerableto aluse. For example,in [39] the authorsdescriberequestaggrgationwherebymultiple
requestsare memged into a single larger requestfor the total bandwidthasled for by the individual
requests. This approachhowever, may resultin an upstreamnodedeclining the single requestthus
derying accesgo all therequestseventhroughsomeof theindividual requestgouldhave gonethrough
[36].

SinceBAND-X coversbothresenationandpaymentthe problemof scalabilityhasto be addressed
in both areas. As far asresenation is concerned BAND-X usesthe RSVP protocoland so cantake
adwantageof the optimizationsandef ciencies thathave eitherbeenintegrated,or arebeingconsidered
for inclusioninto the protocol. In the areaof billing, the useof the KeyNote-basednicro-payment
architecturédnasbeenshown to scalewell [10].

5.5.Signaling

The BAND-X systemis notdependenbnaspeci ¢ signalingmechanisnsuchasrsvp . A signaling
protocolsimply providesameandor passinghe BAND-X credentialgo therelevantnetwork elements.
Many signalingprotocolshave beenproposedo addressssueswith RSV P in termsof per o w overhead,
simplicity of implementationgxplicit routing,andsupportfor broaderandsharedesourcaesenation.
The YESSIR protocol[29] usesthe Real-timeTransportProtocol(RTP) to performin-bandsignalingof
QoS parametersThe motivation behindthe protocolis to improve uponthe overheadand compleity
associatedvith RsvP and similar protocols. YESSIR employs a senderbasedresenation processto
eliminatethe needfor tracking of next hopsthat RsvP implementationsnust handlebecauseof its
recever orientednature. RTP is usedto reducethe needto modiy of existing multimediaapplications
thatrequiredifferentialQoSandarealreadyusingRTP. Currentlythe protocoldoesnot supportfeatures
for authentication.Boomerand20], anotherprotocoldevelopedwith similar goals,triesto limit per

o w overheadas muchaspossible. It usesl CMP message$o signalnetwork elementsand simpler
QoS parameterso decreasestateon routers. Boomerangachiezes much smallermessagesizesthan
RSVP at the cost of sacri cing somefunctionality BAND-X can easily be integratedwith either of
theseprotocolsto sene astheir authenticatiorandpolicy enforcemenmechanismFor example,in the
caseof YESSIR theintegrationwould simply involve modifying the RTCP protocolmessagew include
BAND-X credentials.

6. Summary and Concluding Remarks

To minimize network congestiorwhich cancausecomplaintsanddissatisctionamongusers,|SPs
overprovision their networks[13]. Unfortunately unusedbandwidthis wastedsinceit cannotbe saved
for later use. While bandwidthremainscheap,the 1sps can continueto add capacityaheadof the
actualdemand but this stateof affairswill only lastaslong asusersof time-sensitre servicesprefer
thetelepholy network. The enormouscostdifferencebetweerthetelepholy network andthe Internet
providesanimplicit subsidy However, asusersswitchto the Internetfor their time-sensitve services,
IsPs will no longer be able to expandtheir networks. We believe that the framavork describedin
this paperoffers a migration pathfor both usersand1sps throughthe creationof an openmarket for
bandwidthover the Internet. The reasons thatthe BAND-X frameavork supportsa competitve market
offering transpareng andsecurity At the sametime the low overheadsf the BAND-X framewvork



ensurescalabilitythroughthe useof a micro-paymenenvironment.

The bene ts offeredby BAND-X include: (a) “instant” purchase®f bandwidthandadvancedpur-
chasesllowing the 1sps to plan aheadheir resourceallocationstratgies, while beingableto auction
off unusedcapacityratherthat letting it go at Best-Efort prices,(b) ef ciency, requiringonly a few
exchangedetweera buyerandsellersto effect aresenation. Moreover, the useof the KeyNote-based
micro-paymenframework provides system-wideef ciency andscalability (¢) compatibility with ex-
isting standards:by utilizing an existing resenation protocol (RsvP), a BAND-X systemmay be be
deployed with minimumdisruption. (d) tradesbetweenpartiesthathave no establishedusinesgela-
tionships: The Credit Institution(s)link buyersandsellers,thusallowing a transactiorto go through
without the needfor a buyerto be known to the seller This is a key requirementor the bandwidth
marketto work freely with the buyerbeingableto selectthe selleroffering the bestvaluefor money. (€)
opennessthe BAND-X modelallows the presencef multiple entitiesfor eachrole (i.e., we canhave
multiple CreditInstitutions,ClearingHousespuyersandsellers)operatingwithin a singlemarket. This
increaseshe competitionandoverall reliability of the entiresystem.
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