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Abstract

Theincreasingdemandfor high-bandwidthapplicationssuch asvideo-on-demandandgrid comput-
ing is revivinginterestin bandwidthreservationschemes.Earlier attemptsdid notcatch onfor a number
of reasons,notablylack of intereston thepart of thebandwidthproviders. This, in turn, waspartially
causedby thelack of anef�cient wayof charging for bandwidth.Thus,theviability of bandwidthreser-
vation dependson the existenceof an ef�cient market where bandwidth-relatedtransactionscan take
place. For this market to be effective, it mustbe ef�cient for both the provider (seller) and the user
(buyer) of the bandwidth. This impliesthat: (a) the buyer musthavea wide choiceof providers that
operatein a competitiveenvironment,(b) thesellermustbeassuredthata QoStransactionwill bepaid
by thecustomer, and (c) theQoStransactionestablishmentmusthavelow overheadsso that it maybe
usedby individual customerswithouta signi�cant burdento theprovider.

In order to satisfytheserequirements,we proposea framework that allows customers to purchase
bandwidthusingan openmarket where providers advertiselinks andcapacitiesandcustomers bid for
theseservices.Themodelis closeto that of a commoditiesmarket that offers both advancebookings
(futures)anda spotmarket. Weexplore themechanismsthat cansupportsuch a model.

1. Intr oduction

Yearsof researchon Quality of Service(QoS)architecturesfor the Internethave resultedin sophis-
ticatedproposalsthathave not beenbroadlyexploitedcommercially. In particular, IntegratedServices
(IntServ)[11] andDifferentiatedServices(DiffServ)[8] have long beensupportedby majorrouterand
operatingsystemvendors,yet have only seenminimal usein practice.Oneexplanationofferedby the

� A preliminaryversionof thispaperwaspublishedin IEEEISCC2005[38].



networking andQoScommunityhasbeena lack of a commercializationmodel,togetherwith thenec-
essaryaccountingandchargingarchitecture[14]. A relatedcrucialissueis assuranceof end-to-endQoS
coherencein thefaceof multiple interveningparties,suchastransitISPs.

Thesetwo issues,takentogether, areresponsiblefor suppressinginterestfrom boththe ISPs (in com-
merciallyexploitingQoSto its full potential)andtheusers(in takingadvantageof suchservices).Simply
put, if an ISP cannotbepaidfor reservingbandwidthto auser, they will notoffer QoS;if userscannotbe
assuredof end-to-endQoS,they will not payfor theservice.Compoundingtheproblemis theissueof
management:it is certainlypossiblefor a largeentity, suchasa multi-nationalcompany, to coordinate
with the relevant ISPs so that its variousgeographicallydispersednetworks arecorrectlyprovisioned
usinga seriesof Dif fServor IntServtunnels.However, theeffort is considerableandrequiresmanual
interventionfrom a numberof parties.Perhapsmostimportantly, the ISPs' network operationscenters
(NOCs)will needto con�gure the variousroutersappropriately. Clearly, suchan approachwill not
scalewell if preferentiallytreatedbandwidthis to becomea commoditythatcanbetraded,ashasbeen
recognizedbefore[12]. Yet, the increasinguseof the Internetfor time-sensitive or otherwisecritical
applicationseffectively mandatesomeform of bandwidthreservation, often for shortperiodsof time
(e.g., watchingamovie).

Wepresentamarket-basedapproachto self-managingQoSacrossmultiple ISPs. Ourarchitecturein-
troducesaBandwidthExchange(BAND-X), whichfacilitatesthetradingof reservedbandwidthbetween
ISPs andusers.This facility allows purchasingbandwidthin advance(effectively creatinga “futures”
marketfor bandwidth)aswell asonthe“spot” market. Userscanselectfrom arangeof offeringsby var-
ious ISPs to createanend-to-endpipe(with thedesiredbandwidthandQoS)piece-meal,or canchoose
to purchasea completepackagefrom a singleprovider (or consortiumof providers),whereavailable.
This is similar to thewaypeoplepurchaselow-costairplaneticketsonline.

To easethetaskof accountingandadministration,we usethemicropaymentarchitectureintroduced
in [10] to provide bothaccountingandauthorization.Brie�y , userspurchasingbandwidthon BAND-X
areprovidedwith credentialsthatallow themto establishthenecessaryQoSpipesamongthenecessary
network elements(routers),within the constraintsof their contracts.Our useof a trust-management
system(KeyNote [9]) allows us to performboth billing andauthorizationwith the samemechanism,
simplifying thearchitectureandeliminatingtheneedfor manualcon�gurationor universaltrustof the
BAND-X service(e.g., to con�gure therelevantroutersof several ISPs).

To betterillustrate the useof the BAND-X architecture,we next describea sampleusagescenario
involving anenduserandseveral ISPs. In Section2 we presentthesystemarchitecturein moredetail.
Section3 describesthevariouscomponentsof our system,in particularour micro-checksmechanism,
andhow they operatetogether, alongwith a securityanalysis.Section4 describesour prototypeimple-
mentation,thetestbedusedfor theevaluation,andthemeasurementscollectedduringthetestswe run.
Finally, summarizerelatedwork in Section5, andpresentourconclusionsandclosingremarks.

1.1.Moti vation

QoSprovision andmanagementhasa wide-rangingliterature. A lot of theearly work wasinspired
by the QoSfeaturesof ATM networks, andthe demandfor multimediatraf�c. The desiredgoal was
thecontrolof multiplexing behavior in bothendpointsandnetwork elements,with theideathatqueuing
disciplinessuchasFair Queuing,or its many variantscould be usedto allocatebandwidthresources,
andfor themostpartprovidedelaybounds.



However, despitethe ever increasinguseof time-sensitive protocols(e.g., VoIP, audioon demand,
etc.) bandwidthreservation hasnot beenparticularlysuccessful.This hasbeencausedmainly by the
fear that sincetheseapplicationshave modestbandwidthrequirementsthe operationof a reservation
andpaymentinfrastructurewould not befeasibleeconomically. Recently, however, newer applications
suchasvideoon demand,tele-presence,andGrid Computing,have bandwidthrequirementsthatmay
constitutea signi�cant portionof theavailablebandwidth.In suchcasestheoverheadsassociatedwith
thereservationandbilling aresmaller(becausewearedealingwith fewermoreexpensivereservations),
while thebene�tsaregreaterbecauseof theimpactof thedata�o wson theinfrastructure.

Nowadays,with newerapplicationssuchasvideoondemand,tele-presence,andGrid Computing,the
unit of allocationis largeenoughto allow a relatively smallernumberof highervaluetransactionsthat
placereasonabledemandson thereservationandpaymentcomponentsof a reservationsystem.Sucha
systemmustdealwith billing (i.e., how thecostof thereservedbandwidthcanbepaidby theuser)and
mustsupporta reservationprotocolsuchasRSVP thatcanperformbandwidthreservation in a scalable
andsecuremanner.

Considerthefollowing scenarioof auserAlice wishingto reserveanend-to-end50Mbps“pipe” from
Rometo Dublin1. Usinganappropriatetool (e.g., auctionsite,database,servicebureau)shedecidesto
purchasea link from Rometo Parisofferedby ISP A, andanotherlink from Paris to Dublin offeredby
ISP B. However, Alice doesnot needthe QoSpipe immediately;rather, sheneedsit for the time her
remotepresentationis scheduled,a few dayslater.

Paymentmaybeeffectedin variousways(examplesgivenlaterin thepaper)dependingonthepolicy
of eachISP. Oncethereservationhasbeenbooked,eachISP sendsa credentialto Alice authorizingher
to usetherequiredlink at thedesiredtimeanddateandfor theappropriatetimeinterval. Thecredentials
aresetto expireat theendof thereservedperiod.Again,dependingon thewaypaymentis handledand
thepoliciesof the ISPs andotherinvolvedparties,morethanthesetwo credentialsmayberequiredfor
accessto begranted(this is explainedlater).

Justbeforethe link needsto be established,Alice's QoSnegotiationagent(QNA) will senda QoS
requestto the network elements(NEs) of the two ISPs to ensurethat the appropriateresourceshave
beenallocated.Sincetwo providersareinvolved,Alice's QNA will needto contacteachISP separately.
Dependingon the bandwidthreservationprotocolused,Alice's QNA maycommunicatewith a central
entity within the ISP, or may negotiatea paththroughthe ISP's network andthenreserve the desired
bandwidthwith eachnetwork elementseparately.

For thisdiscussion,wehave limited ourselvesto bandwidthreservation;additionalQoSrequirements
(suchaslatency) maybespeci�edwithin thesameframework.
Spot Mark et Givenanef�cient purchasingmechanism,an“advance”bookingsuchastheonemen-
tionedearliermaybemadeevensecondsbeforethechannelwill beused,sotheterm“spot market” is
usedtode�ne adifferentpaymentregimethatmaybeusedtoselltheunusednetworkcapacity. The“spot
market” allows premiumbest-effort servicesto be sold. In this case,we arenot makingany promises
regardingavailability of bandwidth,but wesaythatby payingasmallpremium,packetsmaybetreated
favorablyin theallocationof theremainingbandwidth(afterthebookedcommitmentsareserved).

1We usegeographicalidenti®ersinsteadof IP addressesto simplify theexample.



2. Ar chitecture

2.1.Operation of the SpotMark et

Initially, the variousbandwidthproviders post their available capacitiesin the BAND-X clearing
house. The systemcan accommodateone or more suchclearinghouses,sincethey function as an-
nouncementboards.Apart from that, the clearinghouseis not involved in the purchaseof bandwidth
(seeFigure 1), but may provide (and charge for) secondaryservicessuchasmonitoringand reputa-
tion/complaintstrackingfor theparticipatingISPs,akin to thewaycommoditymarketsoperatorsmoni-
tor theparticipatingtraders.

Figure 1. The BAND-X Clearing Houseactsas a repository of all the offers for bandwidth issuedby
the ISPs.

Thepostingsareof theform of credentialsthatdescribethe identity of the ISP andpromiseto abide
by a setof QoSspeci�cationsbetweentwo pointsof the ISPs network. Thecredentialmayalsocontain
thetime periodthattheoffer is valid (which maybedifferentfrom theexpirationof thecredential),the
price of the concession,andadditional ISP-relatedinformation,suchasthe paththat shouldbe taken
betweenthetwo points.Offer credentialsaresignedby the ISP who issuesthem.

CustomerscontacttheClearingHouseto collectoffersfrom the ISPs. For complex paths,acustomer
mayneedto collectmorethanoneoffer andusethemtogether. It is theresponsibilityof thecustomer(or
someoneactingon their behalf)to make theappropriatereservations. In anenvironmentwith a single
clearinghouse,thecustomercanissuequeriesto getlists of offersmatchinghis or herrequirements.If
therearemany clearinghouses,thecustomermaydispatchanintelligentagentto collecttheoffersand
comebackwith a recommendationthatmeetspreassignedconstraints(price, ISP reliability etc.), query
eachclearinghouseindependently, or useameta-searchengine.

At theendof thesearch,thecustomerwill holdoneor moreoffer credentialsthatdescribethedesired
pathandQoSspecs,asshown in Figure2.

At this point, thecustomerhasnot actuallypurchasedthebandwidth.In orderto issuepaymentand
reserve the bandwidth,a numberof stepshave to be taken. The customer(or the hostat oneof the
end-pointsof theconnection)contactsthe�rst-hop network element(NE) andactivatesthereservation
protocol.TheNE issuesa challengewhich is thenreturnedsignedby thecustomer. This responsealso
containstheoffer credentialscollectedby thecustomeranda credit-worthinesscredentialissuedby the
customer'scredit institution,asshown in Figure3.



Figure 2. Customer �nalizes the path selectionby downloading the offer credentials.

Figure 3. The customer issuesa reservation requestby sending the offer credentialscollectedfrom
the BAND-X Clearing House along with a credit-worthiness credential issuedby his or her credit
institution.

This exchangeaccomplishesthe following: (a) identi�es the customer(the key that hassignedthe
NE challenge),(b) providesproofof goodstanding(thecredentialissuedby thecreditinstitutionto the
customer'skey), (c) limits paymentonly to theoffer credentialsprovided,(d) canbeusedonly for that
particulartransactionsinceit dependsonthechallengeissuedby theNE.Onthebasisof thistransaction,
the�rst hopNE contactsotherNEswithin the ISPs network establishingthepurchasedpath.If thepath
crossesISP boundaries,additionaltransactionshave to be carriedout betweenthe NE of the new ISP

andtheenduser, asshown in Figure4.If anISPin thepathcannotprovide therequestedbandwidth,the
clientmayhave to cancelexisting reservationsandtry to �nd (andnegotiate)anotherpath.

Whenthe lasthop is reached,theconnectionis consideredestablishedandthe �nal destinationhost
caninitiatea connectionwith thecustomer'shostover thereservedpath(Figure5).

Thereis no needfor the ISPs offersto matchexactly therequirementsof thecustomer. For example,
if Alice requiresa50Mbpslink from Atlantato Dublin, shemayuseanoffer for a100Mbpsconnection,
but purchaseonly 50Mbps. The providersmay includeclausesin their offer credentialsallowing or
prohibiting suchun-bundling. The �e xibility of the policy languageusedin BAND-X allows many
suchspecialconsiderationsto be encodedwithin the offer credentials.The advantageof having these
restrictionsexpressedaspolicy is that they canbeuseddirectly by the ISP's infrastructurewithout any
needfor conversion. Moreover, the customercannotalter theserestrictionssincethey arean integral
partof thecredential(andareprotectedby the ISP's signingof theoffer credentials).



Figure 4. Each time the path crossesISP boundaries,additional negotiationshave to be carried out, to
ensure that the next-hop ISP can bepaid for passage.

Figure 5. The path hasnow beenestablishedand communicationcanproceed.

2.2.Operation of the Futur esMark et

In theSpotMarket, thecustomercollectstheoffersandsetsup thepathin shortorder, becausethe
offersareeffective immediatelyandhave a shortlifetime. Thereis no needto negotiatewith the ISPs
beforethereservation.

In theFuturesMarket thesituationis different,sincethe ISPs needto know whatbandwidthhasbeen
purchasedto plantheir resourceallocation.Oncethecustomercollectstheoffers,anotionalreservation
negotiationwill be initiated. Thenegotiationis notionalbecauseno statechangesareactuallyeffected
on thenetwork elements.Thecustomer's QNA will notdetectany changein thenegotiation.Within the
ISPs network, nopathis created;ratherthereservationis enteredin the ISP's database,andareservation
credentialis sentto the enduser. This credentialwill thenbe usedin the samemanneras the offer
credentialwasusedin theSpotMarket scenario.Sincethebandwidthhasbeenpaidfor, thereservation
credentialcommitsthe ISPs to provide therequestedresourcesat theappropriatefuturetime.

At that time (whenthepathis actuallyrequired)thecustomerinitiatesa reservationnegotiation,but
sendsonly the reservation credential(insteadof the offer andcredit institution credentials).The ISP

network elementswill reserve the pathasspeci�ed in the reservationcredential.Thecaseof multiple
ISPs is handledin a similar manner. For popular, pre-plannedevents,it is possiblethatgroupsof ISPs



will createbundles(representedby groupsof credentials)that allow for the creationof pathsthat are
predictedto bein highdemand,e.g., apathfrom a largeresidentialISPto astreaming-contentprovider,
perhapsfor thedurationof anonlinemusicconcert.

2.3.Roleof the Credit Institution

Like theClearingHouse,thereis no requirementto have a singleCredit Institution. It is, however,
importantthat the ISPs have a way of con�rming the keys of the variousCredit Institutions. This is
becausethe credit-worthinesscredentials(CWCs) issuedby the Credit Institutionsto their customers
will have to beveri�ed by eachISP. If an ISP cannotverify a CWC, thenit maybefake; trustingit may
resultin theequivalentof abouncedcheck.Furthermore,ISPsmaycontacttheCreditInstitutiontoverify
thata userhassuf�cient fundsto pay for a particulartransaction(similar to credit cardauthorization),
which meansthat theCredit Institutionsneedto beonline. However, the interactionbetweenISPs and
Credit Institution is relatively simple,andtheexperiencefrom real-life creditcardpaymentprocessors
indicatethattheinfrastructurecanscalewell.

3. Implementation

3.1.KeyNoteMicr ochecks

Themicro-paymentssystemintroducedin [10] forms thebasisof our approach.Thegeneralarchi-
tectureof this micro-billing systemis shown in Figure6. UnderBAND-X, a Merchantis an ISP selling
bandwidthandaPayeris aclientwishingto makeaQoSreservation.

PROVISIONING

PAYER VENDOR

CLEARING

Vendor's BankPayer's Bank

(User) (ISP)

Figure 6. Micr obilling architecture diagram.

In this system,Provisioning issuesKeyNote [9] credentialsto users(Payers)and ISPs (Merchants).
Thesecredentialsdescribethe conditionsunderwhich a useris allowed to performa transaction(i.e.,
theuser'screditlimit) andthefactthataMerchantis authorizedto participatein aparticulartransaction.



Initially, the ISP encodesthe detailsof the availablebandwidthinto an offer which is uploadedto
the BAND-X site,alongwith a credentialthatauthorizingany userto utilize the bandwidthunderthe
sameconditionsasthoseenclosedin theoffer. Oncetheuser�nds anoffer (andassociatedcredential)
that is acceptable,shemustissueto the ISP a microcheckfor this offer. Themicrochecksareencoded
asKeyNotecredentialsthat authorizepaymentfor a speci�c transaction.The usercreatesa KeyNote
credentialsignedwith herprivatekey andsendsit, alongwith hercredentialfrom Provisioning,to the
�rst network elementof theISP. Thiscredentialis effectively achecksignedby theuser(theAuthorizer)
andpayableto the ISP (theLicensee).Theconditionsunderwhich this checkis valid matchthe offer
sentto theuserby the ISP. Part of theoffer is a nonce,which mapspaymentsto speci�c transactions,
andpreventsdouble-depositingof microchecksby the ISP.

To determinewhetherhecanexpectto bepaid(andthereforewhetherto acceptthepayment),the ISP

passesthe actiondescription(the attributesandvaluesin the offer) andthe user's key alongwith the
ISP's policy (that identi�es the Provisioning key), the usercredential(signedby BAND-X ), the offer
credential(signedby the ISP), andthemicrocheckscredential(signedby theuser)to his local KeyNote
compliancechecker. If the compliancechecker authorizesthe transaction,the ISP is guaranteedthat
Provisioning will allow payment.The correctlinkageamongthe Merchant's policy, the Provisioning
key, theuserkey, andthetransactiondetailsfollow from KeyNote's semantics[9]. If thetransactionis
approved,the ISP cancon�gure theappropriaterouterssuchthattheuser's traf�c is treatedaccordingto
theoffer, andstorea copy of themicrocheckalongwith theusercredentialandassociatedoffer details
for latersettlementandpayment.

Periodically, the ISP will `deposit' the microchecks(andassociatedtransactiondetails)he hascol-
lectedto the Clearingand SettlementCenter(CSC). The CSC may or may not be run by the same
company astheProvisioning,but it musthave theproperauthorizationto transmitbilling andpayment
recordsto theProvisioningfor thecustomers.TheCSC receivespaymentrecordsfrom thevariousISPs;
theserecordsconsistof the offer, and the KeyNote microcheckandcredentialfrom the usersentin
responseto theoffer. In orderto verify thata microcheckis good,the CSC goesthrougha similar pro-
cedureasthe ISP did whenacceptingthemicrocheck.If theKeyNotecompliancecheckerapproves,the
checkis accepted.Usingherpublic key asanindex, theuser's accountis debitedfor theamountof the
transaction.Similarly, the ISP's accountis creditedfor thesameamount.

3.2.BAND-X Operation

Having seentheoverall systemarchitecture,let us look at a particularexample.Alice is a userwho
wantsto reservesomebandwidthfor aparticularlink with Nick's ISP. EveryeveningAlice contactsher
bankerandobtainsafreshCheck Guarantorcredential,whichallowsherto issueKeyNotemicrochecks.
TheCGcredentialshown below (mostof thebase64digits from thekeyshavebeenremovedfor brevity)
allowsAlice to write checksfor up to 5 USDollars,andshecandosountil March24th,2006.



Keynote-Version : 2
Local-Constants :

ALICE KEY = "rsa-base64:MCg CIQ.. .
CGKEY = "rsa-base64:MI GJAo... "

Authorizer: CGKEY
Licensees: ALICE KEY
Conditions: app domain == "Band-X" &&

currency == "USD" && &amount <= 5.00
&& date <= "20060324" -> "true";

Signature: "sig-rsa-sha1- bas e64: QU6SZ.. ."

Alice now wantsto reservesomebandwidthto Dublin. ShesearchesBAND-X for asuitableoffer, and
locatesoneissuedby Nick's ISP thatcontainsthefollowing Offer Credential,indicatingthatshecould
purchase50Mbpson thespeci�c link (“Dublin-NYC”) for 3 USdollars:

Keynote-Version : 2
Local-Constants :

ISP KEY = "rsa-base64:723 1f .. ."
ROUTEKEY = "rsa-base64:33a 41.. ."

Authorizer: ISP KEY
Licensees: ROUTEKEY
Conditions: app domain == "Band-X" &&

currency == "USD" &&
bandwidth <= "50Mbps" &&
link name == "Dublin-NYC" &&
&amount >= 3.00
&& date < "20061120" -> "true";

Signature: "sig-rsa-sha1- base 64:ab 1XXA.. ."

As we shallseelater, in practiceanOffer CredentialincludesQoSattributes,suchasbandwidth,using
theIntservFLOWSPEC notationde�ned in RFC 2210.
With theoffer credentialon hand,Alice thenwritesacheckfor theappropriateamount:

Keynote-Version : 2
Local-Constants :

ALICE KEY = "rsa-base64:Mcg .. ."
ISP KEY = "rsa-base64:723 1f .. ."

Authorizer: ALICE KEY
Licensees: ISP KEY
Conditions: app domain == "BAND-X" &&

currency == "USD" && amount == "4.25"
&& nonce == "eb2c3dfc8e9a" &&
date == "20060324" -> "true";

Signature: "sig-rsa-sha1- base 64:Qs d. .. "

Thenonce is a randomnumberthatmustbedifferentfor eachcheck,guaranteeingthattherewill be
no double-depositingof checks.Alice thensendsthe Offer Credentialandthe micro-checkto Nick's



routerusingaprotocolsuchasRSVP. Nick receivesthesecredentials,validatesthemicrocheckto make
surethathewill getpaid,andcon�gurestherouterappropriately. If thecheckis notgood,Nick will say
so,andrefuseto make thereservation.Nick will verify thathewill getpaid,andwill evaluatetheOffer
Credentialandthemicrocheckusinga simplepolicy suchas:

Keynote-Version : 2
Local-Constants :

NICK KEY = "rsa-base64:7231 f. .. "
CGKEY = "rsa-base64:MIGJ Ao.. ."

Authorizer: POLICY
Licensees: CGKEY && NICK KEY
Conditions:

app domain == "BAND-X" -> "true";

This policy saysthat anything that Nick's key and the CheckGuarantor's key jointly authorizeis
allowed. Thus,Alice mustsubmita valid paymentanda valid Offer Credential.Sincethebandwidth
was paid for, and a path can be found from POLICY to a user(Alice) that hasdelegatedto Nick's
key, which in turn hascreatedan open-accessOffer Credential,the operationis allowed. As a matter
of businesspractice,Nick may requireperiodicpaymentsfrom Alice in order to keepthe bandwidth
reserved.Alice mustknow thatandsendmicrochecksat theappropriateintervals.

If additionalroutersneedto becon�guredin Nick's ISP, the�rst routerforwardsthenecessaryinfor-
mationto thenext. Notethatit is notnecessaryfor therouteritself to performthesignatureveri�cations
and policy validations: it can simply refer theseoperationsto a Policy DecisionPoint (PDP), as is
envisionedby theIntServarchitecture.

3.3.Security Analysis

Similar to previouswork on credential-basedmicropayments[10, 24], our systemhasthreetypesof
communication:provisioning,reconciliation,andtransaction.Althoughdelegationof credentials(and
thusaccessrights to reservedbandwidth)is possible,we do not considerit in this paper. We shallnot
worry aboutany valuetransfersto banks,astherealreadyexist systemsfor handlingthose(thoseusedby
e-commercesites,for example).All communicationsbetweenBAND-X, ISPs,anduserscanbeprotected
with existing protocolssuchasIPsecor TLS. This coversboth provisioningandreconciliation,which
occuroff-line from theactualbandwidthreservationanduse.Furthermore,thetransactionsthemselves
(establishingtheQoSpipes,or theright to useexistingpipes)canbeprotectedthroughthesamemeans;
theonly requirementis thattheusercanauthenticatewith eachISP.

The con�dentiality of the transmitteddataitself is not within the purview of our system,nor is it
a responsibilityof the ISP; if the usersdo not trust the network with respectto datacon�dentiality
or integrity, they shoulduseend-to-endsecurityprotocols,e.g., IPsecor TLS. We do not imposeany
limitationsthatwouldprecludetheuseof theseprotocols.

The userneedsto ensurethat the ISPs provide the promisedservice.This canbe easilyveri�ed by
theuserusinga numberof existingprotocolsandtools[28, 7]. Protectingagainstover-charging ISPs is
alsostraightforward: thedetailsof eachtransactioncanbeveri�ed atany point in time,by verifying the
credentialsandtheoffer. Sinceonly theusercancreatemicrochecks,a disputeclaim canbe resolved
by “running” thetransactionagain.Thus,theuseris safeevenfrom a collusionbetweenany numberof



ISPs andtheBAND-X service.The ISP mustensurethat they arepaidfor theservicesoffered.Sinceit
hasacopy of all transactions(theBAND-X credential,themicrocheck,andtheoffer), it canproveto the
BAND-X, or any otherparty, thata transactionwasin factperformed.

TheCreditInstitutionalsoneedsto bepaidfor theservicesoffered.Sinceit handlesthemicrochecks,
the ISP hasto provide thetransactionlogsto it. TheCredit Institutioncanthenverify thata transaction
wasdone,andat what value. A collusionbetweenthe ISP anda useris somewhatself-contradicting:
theuser's goal is to minimizecost,while the ISP's is to maximizerevenue,eachat the expenseof the
other. The function of the Credit Institution is to verify eachtransaction(perhapssampling,for very
largenumbersof transactions),debitthe ISP andcredittheuser(presumablykeepingsomecommission
or smallfeein theprocess):if theISP doesnotgiveany credentialsto theCreditInstitution,thennowork
wasdoneasfarasthelatteris concerned(andnopaymentsaremade,whichbene�tstheuser);claiming
moretransactionsthanreally happenedis not in thebestinterestof theuser(sono collaborationcould
be expectedin the direction),andthe ISP cannot“f abricate”transactions.Sincevalueis not storedin
eitherthe ISP or theuser, only a reliablelog of thetransactionsis neededat the ISP (and,optionally, at
theuser).

4. Prototype

This sectiondescribesour prototypeimplementationandtheenvironmentwe usedto createa small-
scalenetwork to test our implementation. We describetwo experimentswe ran on our testbedand
provide measurementsindicatingthe performanceof our prototypein normalreservationsituationsas
well asfault-recovery situations.We basedour prototypeon ISI 's implementationof the RSVP proto-
col [2], becausewe did not wish to implementyet anotherreservation protocol. Nevertheless,we are
con�dent thatourconceptandmechanismwill work with otherreservationprotocolsaswell.

4.1.RSVP

TheResourceReservationProtocol(RSVP) is thequalityof servicesignalingprotocolwehavechosen
to supportthe test implementationof the BAND-X architecture.RSVP is a receiver orientedsignaling
protocolthatallowsreceiversto requestQoSreservationsalonganetwork pathtoany numberof senders.
The RSVP protocolbeginswith thesendersgeneratingPATH messagesthat travel throughthenetwork
downstreamto the receivers. PATH messagesincludeinformationregardingthekind of traf�c that the
senderswill generateanddetailsabouttheroutersalongthereservationpath. Receiversthengenerate
RESV messagesthataresentupstreamto thesendersspecifyingtheQoSthey wish to reserve on each
routeralongtheway.

RSVP messagesare composedof objectsthat specify importantparametersfor the reservation ex-
change.Two of theseobjects,RSVP's FLOWSPEC andPOLICY DATA, arerelevantto our implementation
discussion.A FLOWSPEC containstherequestedQoSparametersandthePOLICY DATA objectcontains
informationregardingauthorizationpoliciesfor the request.Theseobjectsareboth checked beforea
reservationis madeto ensurethattherequestis possible.RSVP usestheFLOWSPEC in admissioncontrol
to checkwhethertherouteractuallysupportsandhasadequateresourcesfor thedesiredQoS.Addition-
ally, policy controlcheckswhetherthereservationis authorizedusingtheinformationcontainedwithin
the POLICY DATA objectandmostlikely, a local policy. Both objectsweredesignedto becompletely
opaqueto the RSVP speci�cation. That is, RSVP wasnot designedfor a speci�c QoSor policy model



so that it could be extendedeasilyfor future QoSandpolicy control services.RFC 2210speci�esan
implementationof IETF IntegratedServiceswith RSVP which is probablythemostcommonform of the
FLOWSPEC in currentimplementations.Our testimplementationusesthe POLICY DATA objectto con-
vey policy informationfor the BAND-X architecture.RFC 2750describesthe POLICY DATA objectas
beingcomposedof any numberof policy elements.Theinformationwithin theseelementsis application
de�ned andis notdictatedby RSVP.

4.2.Implementation

The testimplementationwe have developedis a modi�ed releaseof ISI 's RSVP distribution (release
4.2a4)[2]. In additionto the BAND-X speci�c code,developmentincludedsigni�cant changesto the
RSVP daemonand testapplicationsto provide supportfor protocol featuresthat werenot yet imple-
mented.The developmentprocessincluded: (a) the designof a BAND-X Policy Elementcontaining
information usedfor QoS authorization,(b) addingsupportto the ISI codefor the passingof these
policy objectsduring the reservation exchange,and(c) BAND-X speci�c logic to processthe newly
supportedpolicy dataandmakesecuritydecisionsaccordingly.

Figure 7. RTAP placescredentialsinto a BAND-X Policy Element,packagesit into a RAPI Policy Struc-
tur e,and makesa reservation requestvia the API. The RAPI Policy Structure is then sentto the daemon
within an API reservation request.Finally, the Daemonputs the BAND-X Policy Element into a POL-
ICY DATA object and addsit to the outgoing RSVP RESV packet.



4.2.1 BAND-X Policy Element

All informationneededfor policy decisionswithin theBAND-X architectureis encapsulatedinto apol-
icy element.Thisstructureis packagedin a POLICY DATA objectandpassedalongthereservationroute
within the RESV message.Our BAND-X policy elementis actuallyvery simple. It containsany num-
berof KeyNotecredentialsthatareusedto specifypolicy informationandrequirementsfor all parties
concernedwith the reservation. Eachcredentialis storedsimply as ASCII dataanda corresponding
unsignedintegerspecifyingits length. A setof thesecredentialstructuresareplacedin sequenceand
anotherunsignedinteger speci�eshow many thereare. The unsignedinteger valuesareencodedinto
a portablerepresentation(we useSun's XDR format, RFC 1014)becauseRSVP itself cannotknow the
detailsof theobjectandthereforeit cannotensurecorrectbyteordering.TheASCII datais not encoded
or compressedin any way.

4.2.2 Adding Policy Control Support to ISI 's RSVP

The ISI RSVP distribution, aswell asmany otherimplementations,lack supportfor the policy control
mechanismsspeci�ed in RFC 2205andRFC 2750. Providing thebareminimumof thesefeatureswas
neededto allow thetransportof our BAND-X policy elementsalongthereservationpath.While the ISI

codedid provide declarationsfor thekey policy control datastructures,we still hadto addcodeto all
of themajor componentsof thesystem.Figure7 representsan overview of thesemodi�cations in the
context of ISI 's RSVP distribution.

The �rst suchcomponentwas the RSVP Test Application (RTAP). RTAP is an applicationthat in-
terfaceswith the RSVP daemonprocessandis usedto control a reservation session.RTAP providesa
setof commandsfor creatingandclosingsessions,sendingPATH messagesdownstream,andof course
sendingRESV messagesto signala QoSrequest.In orderto passour policy objectsinto the daemon
processwe neededto �rst provide RTAP commandsto specifythis. By addinganextra argumentto the
RTAP reservationcommandwewereableto specifyadirectoryto theapplicationthatholdsasetof �les
containingall necessarydatafor thedesiredBAND-X policy element.Speci�cally, these�les arejust
ASCII KeyNotecredentials.Our modi�ed RTAP applicationexaminesthis directoryandcomposesthe
appropriateBAND-X policy element.Thisstructureis thenXDR encodedandplacedinsideaninterme-
diateobjectde�ned by the RSVP API (RAPI). A pointerto this intermediateRAPI policy objectis then
passedasanargumentto RAPI.

Theonlysigni�cant changemadeto RAPI wasinsidethecodefor therapi reserve() call. TheISI

implementationof thisroutinewouldsimplyassumethattheRAPI policy objectit receivedvia argument
wasNULL. Wemodi�ed thisbehavior to addthepolicy objectto thereservationrequestsentto theRSVP

daemon.A simpleroutinecopiesthe RAPI policy objectinto the reservation requeststructureusinga
memcpy. Thereservationrequeststructureis thensentoveran IPC socket to thedaemonprocess.

The daemonprocessis waiting on the otherendof this socket for any API requestsmadethrough
RAPI. Uponreceiving a reservationrequest,thedaemonhasastructurethatcontainsacopy of theRAPI

policy object.Within thisobjectis ourown BAND-X policy elementconstructedearlierwithin RTAP. At
thispoint thereservationrequestis translatedfrom anAPI requestto astandardRSVP RESV packet. The
daemontreatsthis newly createdpacket asif it hasarrivedfrom anotherrouter, exceptfor thefact that
it is in hostbyteorder. We translatethe RAPI policy objectinto thestandardizedRSVP POLICY DATA

objectthat is a part of the RESV message.This requiresyet anothermemcpyof the opaqueBAND-X
policy elementto the POLICY DATA structure. After this copy the POLICY DATA object is insidean



RESV packet thatcanbesentto thenext routerin thepath.
The �nal majormodi�cation involvedchanginghow RESV packets(receivedeitherfrom a routeror

from anAPI request)areprocessed.To addsupportfor policy controlwe �rst checkto seeif thepacket
containsany POLICY DATA objects.If so,we passtheseobjectsto a newly createdpolicy controlmod-
ule. Thepolicy controlmodulethatwe have implementedis very limited asit only currentlysupports
our BAND-X policy elements,thoughit couldbemodi�ed to supportotherswith minimal effort. The
policy control moduleusesa valuewithin the POLICY DATA object's headercalledthe P-Type to de-
terminewhatkind of policy elementis inside. Every typeof opaquepolicy elementis givena unique
P-Typevaluesothat RSVP will beableto passit to a separatemoduleof codethatknows how to deal
with thatelementspeci�cally. WhentheP-Typespeci�esa BAND-X elementthepolicy controlmodule
passesit to theappropriateBAND-X processingroutine.Theentireprocess,boththeBAND-X process-
ing andpolicy control,returneithera `yes' or `no' response.Basedon this responsethedaemoneither
goeson with thereservationprocessor generatesa policy reservationerrormessage.This error(or any
reservationerror),in turn,maytriggerthecancellationof recentlymadereservationsandtheacquisition
of freshcredentials(perhapsthrougha differentsetof ISPs). It is importantto note that this policy
control checkhappensbeforetheadmissioncontrol check. That is, we checkif theuseris allowedto
make the reservationwithin the BAND-X systembeforethecheckfor whetherthe routerevenhasthe
resourcesfor thereservation. If therearemultiple POLICY DATA objectswithin the RESV messagewe
keepcheckingthemuntil eitherthey all passor onefails.

4.2.3 BAND-X Processingand DecisionMaking

Whenthe BAND-X logic is invokedby policy control it hasonegoal to accomplish;usingthe policy
informationgiven,make a `yes' or `no' decisionasto whetherthecustomeris authorizedto make this
reservation. Fortunately, theuseof KeyNotecredentialsto specifyBAND-X policy makesthis process
very simple. First, we needto decodethe BAND-X policy object from its XDR representationto the
host's. Second,we needto initialize theKeyNotetrustmanagementengineandpassit theappropriate
credentials,authorizer, andactionattribute set. The �rst credentialthat is given to the engineis not
actuallypart of the BAND-X object, it is the Local Policy that residessomewhereon the �lesystem.
ThisLocalPolicy is at thehighestlevel of trustandauthorizesentitiessuchasthe ISP andvariouscredit
institutions. Additionally, the public key of our “stub” actionauthorizeris storedlocally andmustbe
addedto KeyNote's list of authorizers.Therole of this key is explainedin detailwithin thediscussion
of credentialsusedin the BAND-X system. We then addall of the credentialscontainedwithin the
BAND-X policy elementto theKeyNoteengine.

The�nal stepis to submitall theappropriatevaluesasanactionattributesetto KeyNote. To ensure
that thereservation is for theappropriateQoS,all parameterswithin the FLOWSPEC for thereservation
aresubmittedaswell. BecauseKeyNoteonly supportsstringsfor its actionattributeswe mustconvert
the �oating point and integer valuesof the Intserv �o wspecto string representations.This is done
simply by usinganappropriatecall to sprintf . Thecodeis capableof handlingbothguaranteedand
controlledloadQoSrequests.Oncetheactionattributesetis completewe issuea queryto theKeyNote
engineandit providesus with the `yes' or `no' answerto whetherthe reservation is authorized.This
answeris returnedto policy controlandthento theRSVP reservationcode.



4.2.4 Limitations

A seriousconsiderationduring the designandimplementationof the prototypewasto keepit simple
by concentratingonly on BAND-X-relatedaspects.Thus,while theimplementationwehavedeveloped,
worksadequatelyfor our testingneeds,it doeshaveseveralimportantlimitations.

� Our prototypeintentionallyavoids implementingthe full RSVP policy control capability, asde-
scribedin RFC 2205 and RFC 2750. Rather, it concentrateson the exchangeof the required
BAND-X policy information to eachrouteralongthe reservation path. Features,suchas POL-
ICY DATA options,whichareunrelatedto BAND-X operationwerenot implemented.

� Policy control for multicastreservationswasnot consideredasit is outsidethescopeof our pro-
totype. We expectthatmulticastwill play an importantrole in ensuringef�cient useof network
resourcesif/when the Internetbecomesa signi�cant real-timedigital contentdelivery system.
Multicastwould make pricing muchmorevariable,sincethecostof a reservation in a particular
link is amortizedover the numberof customerssubscribingto that reservation. This introduces
severalchallenges,whichwe leave for futurework.

� Policy control is only implementedfor RESV messagessincethe BAND-X architecturedoesnot
needpolicy informationwithin any othertypeof RSVP messages.

� Error messagesgeneratedby policy controlfailuresdo not explainhow thepolicy actuallyfailed.
Normally, reservationerrormessagesaresupposedto containinformationsayingspeci�cally how
thepolicy failed.Unfortunately, KeyNotedoesnotalwaysreportwhy anactionwasnotauthorized
by thepolicy, sothetransmissionof detailedfailuremessagesis notalwayspossible.

� Althoughour systemcanhandlelink failureswithin thesameISP (aswe show experimentallyin
Section4.4),failuresin thelinks betweenISPs requirethecustomerto takeactionto createanew
path.Dependingon thedetailsof theServiceLevel Agreement(SLA) thataccompaniesthepath
reservation,oneor both ISP mayinsteadassumetherisk of link failureandcreatea new pathon
behalfof (andperhapsunbeknownstto) thecustomer, usingtheir own credentials(andbudget)to
paythecost.

4.3.Experiments

4.3.1 Testbed

Ourexperimentsassumethetypical situationwheretwo userswish to establishapathoveranumberof
distinctbut interconnectednetworks.TheBAND-X systemwill thenhave to negotiateapathover these
networksthuscreatingthelink betweenthetwo users.

We usedour network testbed(NEST) which providesthe infrastructurefor researchin variousareas
relatedto networking andnetwork security. The NEST equipmentcenterson a clusterof 12 machines
connectedinto anadaptablenetwork topology. Themachinescanaccommodatevariouscon�gurations
sothateachmachinecanserveasanetwork endpointor anactivenetwork element(e.g., router, �re wall,
etc.). The �e xibility of this network providesthe enablinginfrastructurefor researchin a numberof
areaswithin theoverall framework of network securityandeducationalopportunitiesfor under-graduate
andgraduatestudents.



TheNetwork SecurityTestbedcansimulateaccuratelyvariousnetwork topologiesandcon�gurations.
All thecomputershave multiple network interfacessothatthey canassumetherole of routers,bridges,
�re walls,or othernetwork elements.Theinterconnectionof all thecomputersis handledby a high-end
Ethernetswitch that functionsasa virtual plug-board. By changingthe con�guration of the switch,
we cansimulatedifferentnetwork topologieswithout any actualre-wiring. For example,considerthe
network topologyshown on the left sideof Figure8. We cansimulatethis topologythrougha setof
Ethernetbroadcastdomains(VLAN con�gurations),asshown on theright sidediagramof Figure8.
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Figure 8. Arbitrary topologies(left) can be representedby con�guring VLANs on the Ethernet switch
(right).

Somenodescanalsobe usedto imposerestrictionson thebandwidthassociatedwith pathsthatgo
throughthem, thus making the simulatedenvironmentmore realistic. We achieve this by using the
dummynetenvironment[33].
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Figure 9. Network usedfor the BAND-X tests.

Figure9, shows thetopologyof thenetwork usedto carryout theexperimentsdiscussedbelow. The
network consistsof threeend-nodes(nodes1, 2 and7), four nodesactingasrouters(nodes3, 4, 5, and



6). Therearealsotwo dummynetnodesthat may be usedto createdisruptionsin the data�o w. The
dummynetnodesarecon�guredasswitches,thusthey do not requireIP addresses,andthey do not take
partin theRSVP negotiation.

Thetestlayoutallows two pathsto becreatedbetweenthe two endpoints,thusproviding theability
to testtheresponseof thesystemto network disruptions.Theshadedareasde�ne differentIP networks,
connectedby hostsactingasrouters.Eachnodeis asingleDell PowerEdge1550with anIntel Pentium
III (927.11-MHz686-classCPU)and256MBRAM.

4.3.2 Normal Reservation Scenario

In this experimentwe measurethe time taken to createa new pathover the network. The intent is to
quantify the overheadthat we have addedto ISI 's RSVP implementation.We decidedto take timing
measurementson asinglenodealongthereservationpath.SincetheBAND-X processingin thecurrent
implementationis practicallyidenticalfor all hopsalongthepath,recordingthecomputingtime at one
shouldgive anaccuratepictureof thecomplexity pernodein a BAND-X enabledRSVP path. We have
measuredthe time it takesfrom whena RSVP RESV packet is receivedby thedaemonuntil the time it
is forwardedto the next hop. This “in-and-out time” is a suf�cient measurebecauseit includesboth
BAND-X processingandmemorycopying time.

Figure10 representstwo setsof data. Both setsarethe RESV packet in-and-outtimesasdescribed
before. Oneis the time taken with BAND-X processingenabled.That is, thesearemeasurementsof
the completeworking BAND-X prototypeimplementationandall the decisionmakingcodethat this
involves.Theothersetof timesis of asystemthatskipsany of thepolicy decisionsthataremadein the
BAND-X system.We show timings for differentRSVP RESV messagescontainingincreasingnumbers
of credentials. The �rst messageis 2612 bytesand containsexactly 3 credentials. This accurately
re�ects theapproximateminimummessagesizefor any BAND-X enabledreservation in the currently
implementedsystem.This,however, dependshighly onparticularssuchasthecryptographickey length
chosen.For this testweusedRSAwith 512-bitkeysencodedinto base64ASCII text. Eachadditionalset
of measurementsaddsasinglecredentialto thepolicy object.Thiscredentialis essentiallyadirectcopy
of the BAND-X offer credential.The credentialitself if 936 bytes,andthusthe packet sizeincreases
uniformly linearly.

Numberof PacketSize(bytes) MeanTime � 95%CI MeanTime� 95%CI Mean
Credentials With BAND-X (usec) Without BAND-X (usec) Difference(usec)

3 2612 4243.69� 26.42 2015.14� 15.32 2228.55
4 3548 4908.68� 21.24 2039.33� 15.52 2869.35
5 4484 5589.59� 22.69 2060.68� 11.90 3528.91
6 5420 6248.29� 26.31 2097.92� 40.33 4150.37
7 6356 6897.98� 23.21 2099.61� 21.07 4798.37

The overheadthe BAND-X codeaddsto the reservation processcanbe gleanedby examining the
averagedifferencebetweenthe times for eachsize. As packet size increases,thereappearsto be a
slight growth in the computingtime of ISI 's RSVP daemonthat doesnot include the �nal BAND-X
processinganddecisionmakingcode.Thisgrowth appearsto befairly negligible whencomparedto that
of the BAND-X enableddaemon.This overheadcanbe attributedto a numberof thingsthataredone
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the number of credentialswithin messages.All measurementstakenat a singlenodealongthe reserva-
tion path. Onehundredsampleswere takenfor eachcredentialset. In addition, a linear �t is depicted.
The machinewasa Dell PowerEdge1550with an Intel Pentium III (927.11-MHz686-classCPU) and
256MB RAM.

within theBAND-X processingroutines.Thesetupandquerythatis performedwith theKeyNoteTrust
ManagementEngineaccountsfor mostof the overhead.This involvesgoing througheachcredential,
addingit to theKeyNotesession,andtheninvokingtheKeyNotequeryitself. Theapparentlineargrowth
asa functionof thepacket size,or moreaccurately, thenumberof credentialswithin the RSVP packet,
is a resultof thelinearcomplexity of theKeyNotequeryandthesememorycopies.

The dataalsoshows that theredoesnot seemto be a greatdealof cost for larger RESV packets in
the non-BAND-X relatedcodeof ISI 's RSVP daemon. This allows us to concentratespeci�cally on
the BAND-X decisionandprocessingcodethat is calledat the momentof reservation. Optimizations
shouldtarget this portionof thecodeasit is theobviousbottleneck.Oneobviousoptimizationwould
be to developa slightly moresophisticatedpolicy objectthat identi�ed which setsof credentialswere
applicableto particulardomains.Currently, we just addevery credentialthat is in thepolicy objectto
thekeynotesessionandlet keynotesortout which onesareapplicableto thedecision.Resultsfrom the
experimentshow that this approachis costly. A betterapproachwould be to packthecredentialswith
informationthat indicatedwhat domainthey werefor. With that approach,we would expectto seea



Sign Verify Sig/sec Ver/sec
0.0037sec 0.0002sec 270 5055

Table 1. Signingand veri�cation times for 1024-bitRSA keys.

constantprocessingcostequivalentto the 3 credentialrange.This type of simpleoptimizationwould
greatlyimprovethecomputationalscalabilityof thesystem.

It is important to note that the above analysisdoesnot provide any considerationfor impact that
the increasedRSVP RESV packet sizehason network transmissionlatency. With an increasein packet
sizeby a roughfactorof at least20, this shouldperhapsbe taken into account. Compressionof the
credentialscouldmitigatethis overhead.In addition,credentialscanbedroppedfrom thepolicy object
as it is forwardedthrougha new domain. This particularoptimizationtheoreticallywould allow the
RSVPmessageto shrinkasit goesthroughthepath.

Despitethe signi�cant increasein processinglatency, we believe that this overheadis acceptablein
mostof the scenarioswhereBAND-X would be used,sincethe setupcostwould be amortizedover a
long-livedsession.Theprimary reasonfor minimizing this overheadis to allow for quick pathrecon-
structionwhena failureoccurs.We believe thattheoptimizationswe identi�ed above arepromisingin
minimizing (but not altogethereliminating)overheads.

To provide a morecompleteoverheadanalysis,we measuredthenumberof public key veri�cations
wecanperform,whichindicateshow many credentials/paymentstheback-endsystems(paymentinfras-
tructure)canvalidateperunit time. We useda 3 GHz Pentium4processormachinerunningLinux with
theOpenSSLV 0.9.7clibrary for themeasurements.As shown in Table1, asinglesuchsystemcanval-
idateover5,000credentialspersecond.Assuminga scenariowherereservationsutilize 20 links within
asingleISP, thatISP's back-endsystemwouldbeableto process250suchreservationspersecond.If a
higherload is expected,it is relatively straightforwardto usehardwarecryptographicaccelerators[26]
or addmoreback-endprocessingsystems.

4.4.Recovery fr om RouteFailur e

In this experimentwe investigatethe responseof thesystemin theeventof a changein the routing
path. Suchchangesmaybedueto externalfactors(e.g., link failure) thataffect analreadyestablished
reservation. This experimentusestheBAND-X systemto reserve a pathover our testbednetwork with
a redundantroute. We thensimulatea route failure over the reserved pathandexamineRSVP's and
BAND-X's ability to recover, re-propagate,andestablisha new reservation alongthe alternative path.
Finally, weprovidesomeroughtimingsto giveanideaof theserviceinterruptionsthatmightoccurwith
suchascenario.

4.4.1 Procedure

Thetestbeginswith theBAND-X enabledRSVP daemonbeingrunon all nodesin thenetwork with the
exceptionNode2, whoserolewill beexplainedlater. Thedummynetbridgesareunusedin theexercise,
RSVP is not runningon themandno reservationsaremadeon their interfaces.Node1 is designatedthe
RSVP receiver andNode7 thesender. Theprocessbeginswith Node7 sendinga RSVP PATH message



addressedto the receiver of the RSVP session,Node 1. This PATH messagepropagatesthroughthe
network on thelowerpathdesignatedwith abold line in thediagrambelow.
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Figure 11. Initial path from Node7 to Node1.

This PATH messageis forwardedthroughthenetwork alongthehighlightedpathbasedupontheker-
nel routingtables,notby any interventionfrom RSVP or BAND-X. ThePATH messagedoesnot contain
any BAND-X relatedinformationandis completelyunchangedfrom how theoriginal ISI 's RSVP imple-
mentationgeneratesit. WhenthePATH messageis receivedby Node1 it examinesit andissuesanRSVP

RESV messagedetailingthedesiredQoSandthenecessarycredentialsbundledwithin aBAND-X Policy
Object.This RESV messageis sentspeci�cally to thenext hop(Node3) in therecentlyestablishedreser-
vationpath. TheBAND-X enabledRSVP daemonon Node3 examinesthe RESV message,extractsthe
policy informationfrom themessage,andrunstheBAND-X processinganddecisionmakingroutines.
Wewill shortlydetailtheexactcredentialsusedin thisexperimentbut for thesakeof discussionassume
that this checkis madeandthepolicy allows the reservation. ThentheQoSparameterswill beseton
Node3 andit will forward the RESV messageto thenext hop (Node5) in the path. This processwill
continueuntil theRESV messagereachesthesenderandall BAND-X checksandreservationshavebeen
made.Oncethisprocessis completethereservedpathis readyto beused.However, in orderto keepthe
reservationsintact, RSVP mustsendperiodicPATH andRESV refreshmessages.If thesemessagesare
not receivedby anodein thepath,its reservationstatewill timeoutandtheQoSsettingswill bereset.

After thisreservationpathhasbeenestablishedaroutefailureis simulatedby asimplemanualchange
to the routing tableson Node's 3 and6. Thealternative routeis enteredinto their tablesandthe PATH

andRESV refreshmessagesbegin propagatingthroughthealternativeroute.
Node4 will ignoreany RESV refreshmessagesuntil it receivesa PATH message.Whenit doesreceive

a PATH refresh,the PATH stateis createdandthenuponreceiving the next RESV messageit makesa
BAND-X policy checkandif it passeson thenew routethereservation is made.Thereservationmade
on Node5 will timeouteventuallybecauseit will no longerreceive refreshmessages.Thereservations
madeon interfacesof Node3 andNode6 for the�rst pathwill beswitchedto thenew pathandservice
is restored.
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Figure 12. After a failur e in the lower branch, a newpath is createdvia the upper branch.

4.4.2 CredentialsUsed

Thecredentialsusedfor thisexperimentshow afairly straightforwarduseof theBAND-X system.Each
nodehasapolicy credentialof theform:

Keynote-Version : 2
Local-Constants :

ISP KEY = "rsa-base64:MEg CQQC/H. .. "
GCKEY = "rsa-base64:ME gCQAAE=.. ."

Authorizer: "POLICY"
Licensees: CGKEY && ISP KEY
Comment: This is the local policy for making bandex reservations.
Conditions: app domain == "Band-X" -> "true";
Signature: "sig-rsa-sha1- base6 4: ab1XXA... "

Thereservationrequestis madewith four credentials.They consistof a credit institutioncredential
signedby thebank,a checkcredentialsignedby Alice, andtwo offer credentialsissuedfrom thesame
ISP. Thebankandcheckcredentialsarevirtually identicalto theexampleprovidedearlier. However,
theoffer credentialsdiffer from theonespresentedin theearlierexample.Most notably, therearetwo,
onefor eachpathin thenetwork.



Keynote-Version : 2
Authorizer: ISP KEY
Licensees: ROUTE1KEY
Local-Constants :

ROUTE1KEY = "rsa-base64:ME gCQQCf0 5. .. "
ISP KEY = "rsa-base64:MEg CQQC/HQ.. ."

Conditions: app domain == "Band-X" && currency == "USD" &&
link name == "Dublin-NYC" && &amount >= 3.00 &&
date < "20060924" &&
flowspec service type == "CL" &&
flowspec bucket rate == "1.000000" &&
flowspec bucket size == "1.000000" &&
flowspec min unit == "1" &&
flowspec max packet == "1" -> "true";

Signature: "sig-rsa-sha1- bas e64: enN+vj+ 6. .. "

This offer hasthe Bandwidthspeci�ed asan Intserv�o wspecspecifyingthe QoSparameters.The
numbersaresimplyall 1'sfor sakeof simplicity. Notethatthiscredentialis signedby ROUTE1 KEY. Al-
ternatively, theotheroffercredentialis identicalexceptit issignedbyadifferentroutekey (ROUTE2 KEY).
ROUTE1 KEY is storedoneverynodein the�rst pathandis usedastheactionauthorizerfor theKeyNote
querywhenBAND-X performsits policy check.Node4 ontheotherpathstoresacopy of ROUTE2 KEY

locally andusesthatasits actionauthorizerin thequery. Thus,whenthe routeswitches,the chainof
authorizationgoesthroughtheoffer credentialsignedby ROUTE2 KEY.

4.4.3 Results

Theexercisewasexecutedfor tentrials to testwhetherourarchitecturecouldhandlethis typeof service
disruptiongracefully. In all ten trials thealternative routewasestablishedsuccessfullyuponfailureof
theoriginal routeandall BAND-X policy decisionswereexecutedto ensurepolicy compliance.To geta
roughideaof thelengthof servicedisruptionsuchascenariocouldcausewedecidedto introduceNode
2 asanexternalmonitoringnode. Node2 would begin queryingNode4's PATH andRESV statewhen
therouting tableswerechangedon Nodes3 and6. This monitoringallowedus to time approximately
how long it took thepathandreservationsto bereestablished.

Trial Number PATH Time(s) RESV Time(s)
1 24 28
2 16 38
3 36 38
4 34 50
5 28 54
6 32 66
7 6 18
8 4 24
9 16 35
10 42 68



The tableabove shows the timesmeasuredfor eachof the ten trials. The PATH time representsthe
time in secondsit took for the RSVP daemonon Node4 to reestablisha pathstateby receiving a PATH

refreshmessage.Similarly, the RESV time representsthe time in secondsit took to receive the RESV

refreshmessage,performthe BAND-X policy check,andmake the reservation. It is importantto note
that thesenumbersweregatheredby queryingthe nodeover the testnetwork from the monitor node.
This wasdoneevery 2 secondsin orderto limit theamountof network andprocessingexpense.Thus
thesenumbersareat bestoff by plusor minus2 seconds.Additionally, therewastheobviousoverhead
neededto performthequery. Thesemeasurementsweretakensimply to give a roughideaon theorder
of magnitudethatweweredealingwith in termsof servicedisruptiontime. Thatbeingsaid,wecansee
that the time seemsto rangefrom roughly 20 secondsto over a minute. This wide variability canbe
attributedto whenexactly the routefailureoccurs. If it occursat anopportunemomentright beforea
PATH refreshmessageis to besentout thenthetimewill berelatively short.Alternatively, it couldhave
justmissedamessageandbestuckwaiting for it.

We canseefrom thedatathatwithin thecurrentimplementationof the BAND-X systemusing ISI 's
RSVP implementation,that servicedisruptionwill be considerablein the caseof route failure. It is
obviousthatadisruptionof overaminutein somecasescouldbeunacceptablefor areal-timeapplication
requiringQoSsupport.This is completelya functionof RSVP andits useof soft statereservationsand
not a limitation on the BAND-X architectureitself. In fact, if we decreasethe time betweenRSVP

refreshmessagesthenwe could drasticallyreducethe time in which the routefailure is detectedand
recoveredfrom. Though,the correspondingincreasedload on the network from the now muchlarger
RESV messagescouldbeprohibitive.

5. RelatedWork

5.1.Grid Computing

In Grid Computing,efforts arealreadyunderway to make thenetwork aschedulableresource,just as
computeanddataresourcesare.TheGrid High-PerformanceNetworking (GHPN)[35] researchgroup,
part of the Global Grid Forum (GGF), hasbeenformed to addressissuesof Grid supportin optical
networks.Thiswork recognizestheneedfor usercontrolleddynamicprovisioningof network resources,
in which saidresourcesareownedby users.Suchwork will be vital in allowing Grid applicationsto
utilize modernopticalnetworks. [1, 15, 3, 4, 5]

Work sponsoredby CanarieInc. hasleadto thedevelopmentof UserControlledLightPath(UCLP)
[22], designedto allow end-usersto createend-to-endlight paths(optical links thatallow unstructured
accessto the �ber infrastructure)by combiningindividual segmentsvery muchaswe describedin the
introduction.Thecurrentsystems,however, aretargetedtowardstheacademiccommunityandhenceas-
sumethatend-usershave therequiredexpertiseandhavenon-competitiveusagestrategies.Speci�cally
underthe“UserControlledLight Paths”framework [22], (a) end-usershaveto beknown by thesystem
in advance,(b) policy enforcementis not addressed,(c) thereis no purchasingof bandwidth,sincethe
network is considereda commonresource.In a commercialenvironment,a similar systemmustdeal
with billing (i.e., how the reserved bandwidthcan be paid by the user)andmust supportbandwidth
reservationin ascalableandsecuremanner.

Motivatedby Canarie'ssignalingapproach,others[37, 21] havetriedto provideautonomousdomains
theability to enforcetheirown managementpolicies.Thiswork, similar to BAND-X triesto bridgethe



gapbetweenindependentlymanagednetwork domainsand their policies. An approachpresentedin
[37] foregoesthe lightpathrepositoryof UCLP andinsteadqueriesdomainsfor their bestappropriate
andavailablelightpathsegments.This realtimelightpathsearchallows autonomousdomainsto check
localmanagementpolicy at thetimeof thereservationrequest.In BAND-X, any suchmanagementpol-
icy wouldbeapartof theoffer credentialthatwouldbepresentedto thedomain'sPolicy DecisionPoint
(PDP).A similar approachis presentedin [21] thatusesdedicatedAAA (authentication,authorization
andaccounting)agentswithin domainsto performpolicy checksandprovide anauthorizationtokento
be presentedat reservation time. BAND-X possessessomeadvantagesto both of thesearchitectures
whenconsideringthecentralizednatureof their approaches.Thepresenceof a singlecentralized“Pol-
icyServer” or “AAA agent”for eachdomainwould provide for singlepoint of failure. Sucha problem
couldoccurfrom directfailureor throughthePDPbecomingisolateddueto partitioningof thenetwork
asa resultof congestion,failure,or attacks.Theseissuescouldsomewhatbealleviatedby employing
multiple PDP's kept in syncvia replicateddatabases.However, thesetechniqueswould introducetheir
own scalabilityissuesfor largedomains.BAND-X doesnot suffer from suchcentralizationproblems,
at leastin the reservation phase,becausethe policy decisionis madeon-siteat eachrelevant network
element.This providesgreaterinsurancethatcustomerswho possesa copiesof Band-Xofferswill not
encounterreservationsfailuresdue to network failure of non-relevant nodes. That beingsaid, issues
of revocationarenot handledin BAND-X asthey aremuchmoredif�cult without a centralizedpolicy
database.However, we feel thecostsof sucha limitation in abandwidthmarketwill benegligible in the
faceof gainsmadefrom sellingunusedresources.

Theproblemof jointly enforcingaVirtual Organization's(VO) policy andaresource'spolicy hasbeen
addressedin theliterature.[31, 30]. WhereaVO'spolicy delegateswhatauser, asamemberof theVO,
cando with a Grid resource.A local resource's policy limits the usereven further to actionsallowed
by theresource'sowner. Theoretically, reservationscouldbemadeonroutersthatprovidenetwork QoS
asa schedulableGrid resourceto membersof a VO. The CommunityAuthorizationService[31, 30]
is similar to BAND-X in its useof ”signedassertions”,like Keynote,to provide on-siteevaluationof
policy at theresource.UsersaccessaCASwhichprovidesthemwith asignedassertioncontainingtheir
identityandprovidedprivilegesasamemberof theVO. Thisassertionis thenpresentedto theresource.
Theresourceveri�es theconditionsof theassertionon behalfof theVO andadditionallyensuresnone
of its own local policiesarebeingviolated. While this systemusesa similar approachto BAND-X it
wasnot designedto supporta market for QoSreservations. BAND-X usesKeynote to achieve joint
authenticationbetweentheISPandacreditinstitutionthatvouchesfor thecustomer'spayment.It might
bepossibleto developextensionsto theCAS to allow usersto provide paymentandcredit credentials
to theserviceaspartof theauthentication.In this systemit would be the ISPor a collectionof ISP's
andtheir customerswould bein therole of a VO. Theauthorsdo not discusssuchanextensionto their
schemeasit wasn't a goalbut it seemspossiblebasedon their descriptions.Anothersystemsimilar to
CAS is VOMS [6]. VOMS providessignedassertionsthat containgroupmembershipassociationsof
the user. It is up to the resourceto enforceany VO policy usinginformationcontainedin the VOMS
assertion. [31] notesthat suchandapproachis lesscentralizedthanCAS andwill lead to dif�culty
supportingdynamicVO policies.



5.2.Billing

Internet telephony (or voice over IP) is widely consideredto be the “killer” applicationthat will
convince usersthat they needQoS(andthe higherpricesthis implies). This is underlinedby the fact
that the literatureconcentrateson QoSfor VoIP applications.SystemssuchasOSP [17] provide a way
for large organizationsto settlepaymentsrelatedto VoIP call clearing. Although OSP is very closeto
BAND-X, it doesnot involve theend-user, but insteadconcentrateson the ISPs. For exampleOSP only
exchangesCall Detail Records,the ISPs areresponsiblefor handlingcustomerbilling andpayment.In
otherwordsthemodelis thatof the traditionalTELCO wherebypaymentis handledeithervia prepaid
cards,or monthly telephonebills. BAND-X is not boundto a particularsignalingmechanism(suchas
H.323)andprovidesfar greater�e xibility in thatusersthathave no prior relationshipwith an ISP can
usethereservationprotocolandpay for their bandwidth.Althoughmany papershave beenwritten on
market-basedrouting(e.g., [18], [27], [32], [34], [19]) theseareconcernedwith theuseof market-based
techniquesin routers,ignoringtheproblemsof accounting,billing andpayment.BAND-X canuseany
routerthatsupportsa reservationprotocol(andtheBAND-X extensions).

5.3.SecureQoSReservations

A securereservationprotocolis requiredto provide a numberof assurancesincluding (a) thatonly
authorizeduserscan make reservations,(b) that a reservation madeby a usercan be tracedback to
that user, and(c) that userscannotmake reservationsover their allocatedquota. Theseareto protect
againststarvationor, perhapsevenworse,denialof servicethatcanoccurwhenmultiple unauthorized
requestsresultin theallocationof all availablebandwidththuspreventinglegitimateusersfromreserving
bandwidth. The above considerationsimply someauthenticationmechanismandthe useof integrity
checksonthetransmitteddata.OSP runsoverTLS whichencryptstheexchangeddata.X.509certi�cates
areusedto authenticateboth endsof a transaction.However, this securecommunicationis usedonly
for the dataexchangebetweenthe ISP nodesrunning OSP. Customeridenti�cation is still handled
via a separatesystemthat is operatedby the ISPs andusuallyinvolvessomekind of PIN or password
authentication.In [16] theactualcharging is delegatedto a “payment-agent”that is assumedto run on
the samemachineasthe user. However, no detailsareprovided on how the “payment-agent”effects
payment.

All thesystemswe have lookedat assumethattheusertrustssomeproviderwho determinesthecost
of theconnection.No systemtriesto empower theuserby providing choice.BAND-X allows theuser
to selectthebest(asde�ned by theuser)providersto handletheconnectionandmakessurethatat the
endof thedayeverybodygetspaid. This approachis far superiorto thepiecemealapproachesfoundin
theliterature.

5.4.Scalability

Eachreservationcarrieswith it someoverhead.This includesbothprotocoloverhead,but alsostate
thatmustbemaintainedby routersfor eachreservation.As thenumberof reservationsincreasessodoes
theoverhead.Unlessthereis somekind of aggregationof requeststhisoverheadwill ultimatelyde�ne an
upperboundonthenumberof reservationsthatcanbeaccommodatedby theexistinginfrastructure.The
complexity of someof theproposedsystems(e.g., [25], and[16]) andthesmallscaleof their test-beds
(e.g., 200nodesin [23]) castsgrave doubtson their ability to scaleto millions of usersandthousands



of network elements.Varioustechniquesthat attemptto improve scalability throughaggregationare
vulnerableto abuse. For example,in [39] the authorsdescriberequestaggregationwherebymultiple
requestsare merged into a single larger requestfor the total bandwidthasked for by the individual
requests.This approach,however, may result in an upstreamnodedeclining the single requestthus
denying accessto all therequests,eventhroughsomeof theindividualrequestscouldhavegonethrough
[36].

SinceBAND-X coversbothreservationandpayment,theproblemof scalabilityhasto beaddressed
in both areas. As far as reservation is concerned,BAND-X usesthe RSVP protocolandso can take
advantageof theoptimizationsandef�ciencies thathaveeitherbeenintegrated,or arebeingconsidered
for inclusion into the protocol. In the areaof billing, the useof the KeyNote-basedmicro-payment
architecturehasbeenshown to scalewell [10].

5.5.Signaling

TheBAND-X systemis notdependentona speci�c signalingmechanismsuchasRSVP . A signaling
protocolsimplyprovidesameansfor passingtheBAND-X credentialsto therelevantnetwork elements.
Many signalingprotocolshavebeenproposedto addressissueswith RSVP in termsof per-�o w overhead,
simplicity of implementation,explicit routing,andsupportfor broaderandsharedresourcereservation.
TheYESSIR protocol[29] usestheReal-timeTransportProtocol(RTP) to performin-bandsignalingof
QoSparameters.Themotivationbehindtheprotocolis to improve upontheoverheadandcomplexity
associatedwith RSVP and similar protocols. YESSIR employs a senderbasedreservation processto
eliminatethe needfor tracking of next hopsthat RSVP implementationsmust handlebecauseof its
receiver orientednature. RTP is usedto reducethe needto modiy of existing multimediaapplications
thatrequiredifferentialQoSandarealreadyusingRTP. Currentlytheprotocoldoesnotsupportfeatures
for authentication.Boomerang[20], anotherprotocoldevelopedwith similar goals,tries to limit per-
�o w overheadasmuchaspossible. It usesICMP messagesto signalnetwork elementsandsimpler
QoSparametersto decreasestateon routers. Boomerangachievesmuchsmallermessagessizesthan
RSVP at the cost of sacri�cing somefunctionality. BAND-X can easily be integratedwith either of
theseprotocolsto serveastheir authenticationandpolicy enforcementmechanism.For example,in the
caseof YESSIR theintegrationwould simply involvemodifying theRTCP protocolmessagesto include
BAND-X credentials.

6. Summary and Concluding Remarks

To minimizenetwork congestionwhich cancausecomplaintsanddissatisfactionamongusers,ISPs
overprovision their networks[13]. Unfortunately, unusedbandwidthis wastedsinceit cannotbesaved
for later use. While bandwidthremainscheap,the ISPs can continueto add capacityaheadof the
actualdemand,but this stateof affairs will only last aslong asusersof time-sensitive servicesprefer
the telephony network. Theenormouscostdifferencebetweenthe telephony network andthe Internet
providesan implicit subsidy. However, asusersswitch to theInternetfor their time-sensitive services,
ISPs will no longer be able to expandtheir networks. We believe that the framework describedin
this paperoffers a migrationpathfor both usersand ISPs throughthe creationof an openmarket for
bandwidthover theInternet.Thereasonis that theBAND-X framework supportsa competitivemarket
offering transparency, andsecurity. At the sametime the low overheadsof the BAND-X framework



ensurescalabilitythroughtheuseof amicro-paymentenvironment.
The bene�ts offeredby BAND-X include: (a) “instant” purchasesof bandwidthandadvancedpur-

chasesallowing the ISPs to planaheadtheir resourceallocationstrategies,while beingableto auction
off unusedcapacityratherthat letting it go at Best-Effort prices,(b) ef�ciency, requiringonly a few
exchangesbetweena buyerandsellersto effect a reservation. Moreover, theuseof theKeyNote-based
micro-paymentframework providessystem-wideef�ciency andscalability, (c) compatibility with ex-
isting standards:by utilizing an existing reservation protocol (RSVP), a BAND-X systemmay be be
deployedwith minimumdisruption. (d) tradesbetweenpartiesthathave no establishedbusinessrela-
tionships: The Credit Institution(s)link buyersandsellers,thusallowing a transactionto go through
without the needfor a buyer to be known to the seller. This is a key requirementfor the bandwidth
market to work freelywith thebuyerbeingableto selecttheselleroffering thebestvaluefor money. (e)
openness:the BAND-X modelallows thepresenceof multiple entitiesfor eachrole (i.e., we canhave
multipleCreditInstitutions,ClearingHouses,buyersandsellers)operatingwithin asinglemarket. This
increasesthecompetitionandoverall reliability of theentiresystem.
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